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forreview by the County Information Security Officer according to directives in Administrative Memorandum B-1. All questions must be answered fully.

Submitting Department NCRIC

County of San Mateo #*[SD

Information Services Department

Technology Security Assessment

This documentis to be completed fornew or upgraded technology acquisitions, contracts, and projects. Please submit with all other proposals and agreement terms

Submitter's Name Brian Rodrigues

Phone 415-710-9702

| Section 1: Vendor Information

Name: [Lorensic Logic, LLC

I Corporate Phone #: |1-833-267-5465

Address: l 1255 Treat Boulevard, Suite 610

] City: |Wa|nut Creek

I State: ]CA

| ZIP: [94597 ]

Technical Support Contact Methods: Phone:
Email: Isupport@forensiclogic.com

(Selectallthat apply)

Technical Support Coverage Hours: O 24x7x365 @ Business Hours M-F 8-5 Pacific

@Yes O No

Does the vendor provide a dedicated account manager or

[1-833-267-5465

representative for escalating problems orincidents?

If yes, please provide name.

Does the vendor maintain any formal security policies &

procedures to comply with industry requirements?

How often is the vendor’s security posture reviewed?

| [Jimcrat |
| [Jwebportal |

O Other

Enter support hours here

Nancy Keena
nkeena@forensiclogic.com
520-437-3823

@Yeso No

Yearly

Will the vendor provide a copy of their last security audit? O Yes ONo

Does the vendor have any third-party certifications or

attestations, such as FedRamp, FIPS 140-2, FISMA and
DIACAP, HIPAA, ISO 27001, PCI DSS, TRUSTe or SOC 1/SOC 2/
SSAE 16/ISAE 34027 If yes, provide certification or attestations.

OYes @No

We are FIPS 140-2 compliant,

but not certified.

|Section 2: Product Information

i

Product Name: ~ [COPLINK

| No. of Users: [5100

This is an upgrade or renewal for existing technology currently in use in the County

Location:

On-Premise

[ ] Hosted (Cloud/otsite)

Does the product have technical
constraints to the number of

concurrent users it can support?

[Hybrid (On-Premise/Cloud)

OYes @ No

ProductDescriptionand Purpose: Pleaseinclude information thatwill identify the function, business process, andthe departments/divisions whowill use it.

COPLINK is a lead generation tool for Law Enforcement.

Integration: Does the productintegrate or
interface with any other existing or planned
products or services used either atthe
County, or with another third-party County
vendor? This would include requirements
for integration or use of the County's email
System, ServiceNow, or other systems.

Has the application been subjected to any
breaches? If yes, include separately,
enacted steps to mitigate including
response and escalation processes.

Known Vulnerabilities?

@Yes O No

O Yes@ No

OYes @ No

We are currently utilizing the email system for alerts.

Please describe breach and mitigation efforts.

Please describe known vulnerabilities here.




For details on Data Sensitivity and Data Criticality, please see the Section 6 References of this document

[ ] Pubiic
|:| Useful Important

Data Sensitivity:

Data Criticality:

|:| Internal

[ ] confidential
D Essential

Restricted

Section 3: Administrative Controls

Configuration and System Hardening: Does the product offer a baseline
configuration or system hardening tool that can protect the product against
confidential data disclosure or service disruption? **Please provide system
configuration diagram

Backup and Restore: Does the product offer features to backup and restore user @ Yes O No

data, configurations, andapplicationcode?

Please provide additional detail on configuration and system
hardening.

O Yes @ No

We provide these features which we are contractually obligated to
provide.

Does the product integrate with CommVault Storage Services and O Yes @ No

API (the County’s backup platform)?

If there is a backup process performed by Vendor: @Yes O No

How often: [Monthly

O Yes @ No

I Encrypted?

Retention period

Iﬂdays

I When stored? lOn the local SAN

Data at Termination of Agreement: Will the data be returned? OYes

@No

What assurance is provided for complete removal?

We can provide certification that the data was destroyed.

Section 4: Security Controls

Monitoring and Event Management: Describe how the product can be
monitored for performance, reliability, and security. Include how the product
reacts to events that are raised during normal operations.

Can the product forward events to a central log repository or System Event
andIncident Management(SEIM) platform

Patching: Describe howthe product spatched and updated. Include how
frequently the vendor provides security fixes and updates.

If the hardware is onsite, can County engineers apply patches

If hosted, please provide version, service pack, patches, and how will the
server be maintained to the lasted parch level?

Anti-Virus Protection: Is anti-virus running?

Will the product be affected by servers or endpoints that run
anti-virus/anti-malware protection? If yes, provide details on
whatexclusions are required for the product to work effectively.

Employees: Have employees undergone a background check process?
Will the provider use a subcontractor or 3" party service provider?

If yes, please attach and provide for each subcontractor, the security

and privacy agreement.

SaaS: Is the product 100% web-based?
What are the browser security configuration requirements?

Is the portal ADA compliant with Section 508 of the Rehabilitation Act and
follows the principles of responsive web design?

Disaster Recovery: Is the location of the server, if hosted, in an area prone O Yes O No

to natural disaster?
Is there a disaster recovery plan in place?

We have an in-house monitoring tool that tracks performance levels of the application.

O Yes @ No

Security fixes are as needed and updates as required per contractual obligations.

O Yes @ No

If hosted, please enter detail here on patching.

O Yes @ No

@ Yes O No

Anti-virus is provided by the County.

@ Yes No
O Yes 8 No

If yes, provide security and privacy agreement for each subcontractor.

O Yes ONo

Please describe browser security configuration requirements.

O Yes O No

Please provide location.

OYes O No



Identity and Authentication Management:

Does the product provide for, or support identity an authentication integration

with via other credentialing systems or protocols?
Note: SAML is the preferred choice for integration with
SanMateo County systems

Password Management:

How are accounts provisioned and managed (include deprovisioning and removal)?

Does the product provide for password management that meets the County password
policy for complexity, expiration, reuse, and lockout? See Section 6 References for

moreinformationabout San Mateo County’s Password Policy
1. All users have a single account with unique account ID?
2. First time password must be unique and changed upon initial |
3. Password must be changed every 60 days?
4

Does the product provide for password self-reset capability?

How are passwords stored? E

Encrypted HASH inside the database.

Access Management: Does the product allow for privileges to be assigned to both
individuals and ‘groups’ of individuals in order to support the use of ‘Roles’ for access

permissions? Please describe method used.

Encryption: Identify and describe whether the product encrypts data during
different states—i.e., atrest, in use, and in transit. Also include credentials
(usernames, passwords, etc.)

Auditing: Does the product providea mechanism for auditing system activity

and/or reporting of that activity? Examples of auditing include user
login/logoff, user actions, dataexport, andpermissionchanges.

Password must have at least 8 characters and 1 character from three
of the following: lowercase, uppercase, number, special character?

|:| SAML Active Directory
[ ] oautn LDAP
D MFA Other |If other, please indicate.

@ Yes O No

If yes,
please specify

The Node Administrators handle this. Items 2-4 below are up to the County; COPLINK
has the capability.

@ Yes O No

@ Yes O No
@ Yes O No
O Yes @ No

@ Yes O No
O Yes @ No
ncrypted? @ Yes O No

@ Yes O No

ogin?

Different levels of user privileges.

Data-in-transit Data is encrypted through secure SFTP.

Data-in-use ~ |AES 128
Data-at-rest Data is not encrypted at rest. |
Credentials

User names and passwords, SQL authentication and SFTP

@ Yes O No

Auditing through the Admin module to which the Node
Administrators have access.

Section 5: Cloud/Hosted Services

Data Sovereignty: Does the vendor keep all the data within the United
States? Please provide location(s) where San Mateo County’s data will be
stored.

Tenancy: Describe how San Mateo County data resides with other customer
data in the hosted environment-- i.e., is the data co-mingled in a single
database, or are there separate customer databases?

Please enter location(s) here.

Please enter details here.

Hosted Platform: Please describe the vendor's technology platform in the
hosted environment— both application, database, and/or other layers (e.g.,
Ruby on Rails, Redis Cache, MongoDB)

Please describe platform here.

Third Party Services: Does the vendor use any third-party services (e.g.,
for development, QA, helpdesk, integration services, offsite backup
locations, etc.) where the third-party vendors have access to San Mateo

Please provide additional detail including names of vendors.

County data? Yes O No

Network Defenses: Please describe how the vendor's network perimeter is
protected, includingwhetheranIPS/IDS andanti-virus systemis activated,
andifthereis a central logging facility for perimeter events

Please enter details here.

Service Levels and Incident Response:

What is the service level for this hosted product, and how does the vendor
guarantee that level for its customers? Include how the vendor notifies
customers of incidents that do not meet service levels.

Please enter details here.

Data Loss Events: Has the vendorexperienced any data loss incidents
which required reporting to regulatory authorities in the past 24 months?

If yes, please provide additional details.

O Yes O No



Forensic Analysis: Who would perform a forensic analysis of a breach if ~ |Please provide name(s)/role(s), and or third-party organization(s) who may be involved.
one were to occur at the vendor site?

O Yes O No

IP Restrictions: Does the vendor's hosted site have the capability to restrict (i yes, please provide additional details.
access to San Mateo County’s public IP address space?

O Yes Q No
Section 6: References

Password Policy

The County of San Mateo's Information Security Policy requires new technology implementations thatuse passwords to
adhere to the following password requirements:

equiren

> a minimu

Data Classification Standards

In order to apply the proper security safeguards to digital assets, the County of San Mateo classifies new technology both
to a Sensitivity and Criticality class. The following information defines those classification standards and is added as a
resource to answering the questions in Section 2, ‘Product Information'.

Internal mLandm is ln(ended to be used only wlthln San Mateo Counly ut
disclosure poses minimal business impact, and may even be subject to 2 i
release per the County’s Open Data Policy. Permission to share publlcally (El [mportant lmum_dm is lnformat_lon assets whose availability is valuable for
to be given by the data steward or through = approval. g day-day op s, but service-levels can tolerate an
o Business plans, budgets, vendor lists, vendor contracts heduled period of d Downtime for Important data is
s Memo's, meeting mlnutes, policiesfproce dures acceptable at certain days/hours in given week, but usually no longer than
dar : three (3) consecutive days for any single event. Examples:
® Software systems that are only used during the weekday andjor
normal business hours
o Software systems where data sets updates are not updated
frequently, and business tasks can be deferred without service impact
» Managed Services run by the State of California
. Sysiems where contingency plans can maintain service levels

P!

mn;ggd_dm ls conﬁdenﬂa! data—except, the buslness Impact for
compromise is much greater. This includes civil penalt T
redaction for organizational credentials, and fcrrnal notiﬂcatlon to federal,
state, and local authorities. Restricted data typically involves information
that has contractual, legal, or regulatory obligations to protect the datain -
the utmost manner. Examples:

¢ Medical Records and other Protected Health Information (PHI)

o Employee criminal background checks
The organization as a whole- along with data stewards-~ is responsible for
designating data as Restricted. A compromise of Restricted data is to be
reported as a security incident, as outlined in the County’s Incident
Response Plan, and included notification to the County’s Privacy Officer.




| Section 7: Non-Compliance

Please explain area(s) of non-compliance. Provide information as to the services or systems that would be impacted as well as the proposed

remediation/mitigation, if any.

NOTE: All non-compliance must file an Information Security Risk Acceptance Form

Please explain areas of non-compliance.

| Section 8: Other Documents

Please include any pertinent documents, diagrams of network, and/or data flow architecture

Documents included? @Yes O No

San Mateo County Information Services Department
Technology Security Assessment

Version 0.7 20180901




Information Security Risk Acceptance Form

Instructions. Fill out all portions of the form applicable. If you require more space, please attach your
responses to this form. Once finished, please send this form to the Information Security Officer — ISD —

Stormy Maddux. Vendor Name: Forensic Logic COPLINK

Departmental Contact Information:

. . NCRICAssististaDePeyuity ddtecRiiaBRadridoeligues
Name and title of Originator:

. . raditigue s@mncitcce ooy 1461 BLIBTEY 02
Email and Phone Number of Originator:

Policy/Standard/Guideline you are requesting an exception from:
PSS ARRORA 6 Qa0 24 RIBH OB SR et EReNt

Summary of the request:

CORNT Mas R R0 cab SBRAPIL FocrIIG A R I RAT R NG RR AR Ak otation.

Overview of the service/system impacted:

ORI b Setest ahandLmaimang/RY GNCRIC

Risk Classification:

LOW O MEDIUM @ HIGH O

Does the application/service for which the security exception applies store, process, transmit, or use any of
the following types of data in any way?

Yes No
Social security numbers 0
Driver’s license numbers or state identification numbers (for CA or any state) il




Visa or passport numbers or related data

County employee records

Credit or debit card numbers

Credit card transaction approval data

Personal health information (whether included in medical records or otherwise)

Banking account or other financial account numbers and/or access codes or passwords
for the County of San Mateo or any other person or entity

Computer user names and/or passwords ‘

O O O ooood

Personal contact data for County workforce, business partners, or members of the
public

If you answered “yes” to any of the above items, please provide a brief explanation of how the data is used
in the application/service:

Benefits of accepting this risk:

§8H}EHH88'&§ ESQ_PM'\A(?;) PRIGRYGR RSP %M@ﬂ'f&ﬂ%ﬁ&# QIGEIBENL A6CEST 1RaR0Y 81 NS i RIRSPH GORY B L EEUM R Rsed

%o%%}%&é c?fdaggnues sa ew%feacg%%ﬂ)elﬁenatt?y suspte%tgglﬁdldef\}e SUSpeCts and solve cases.

Describe the impact to the system/project/users if the risk is not accepted:

C8plink s H%'WWBH}%FE%B‘?‘?HQE;SH (2 &@’Eﬁaﬂ)@%‘%ﬂ& @095‘!‘@’&%5‘9%‘95%&'&%19@% BRI IR T ALGVS BIDRYIRE RIEHQHR JRIG fus

e%’a a Pna??erm {Inﬁa Jle tFI tranS|t|on WI glzglb E)f?lHé %sgrn oning users

Describe mitigating controls in place:
ACHVE FEMQVA!HSBREEA AR S AN HREIRN SN ASGETRIQ R Fy Stem.

After controls what is the remaining risk and what is the risk level:

L




Risk Acceptance Request:

| understand that compliance with County policies and standards is expected for all workforce members,
departments, organizational units, information systems, and communication systems. The service,
application or business owner is seeking a risk acceptance decision for the following deployment.

| accept responsibility for the risk associated or created by the exception described above. | also understand
that this exception is temporary and will work to implement the plan to ensure compliance in the future.
signed by: BrAaRddogrgues

, Service or Business Owner

NERIC

Department:

Signature Date: Brian Rodrigues B st osess asse”

2067231 9

Signed by: MikeSena , Department/Agency Head
Signature Date: MM

20612319

Signed by: , Information Security Officer

Signature Date:

Date Of Next Re‘liew: (AT LEAST ANNUAL)






Appendix A

Criticality Matrix

e Criminal Justice

e Prospective employee

e Personnel

e Financial

e (Contracts

e Physical plant detail

e Credit card numbers

e Certain management
information

e Personally identifiable

information

with access to Most
Critical data

e Financial transactions
that do not include
Most Critical data (e.g.,
telephone billing)

e Unidentifiable small
subsets of Most Critical
data

Most Critical Critical Least Critical
Highest level of sensitivity Moderate level of sensitivity  Very low, but still
requiring some
protection
Legal Protection of data is required by The institution has a
Requirements law (e.g., HIPAA and Criminal contractual obligation to
Justice data elements and other protect the data
personal identifying information
protected by law)
Reputation High Medium Low
Risk
Other Information that provides access to | Smaller subsets of Most Critical
Institutional resources, physical or virtual data from a department
Risks
Data Examples e Medical e Information resources Personal directory

data (e.g., contact
information)
E-mail
Institutionally
published public
data




	Name and title of Originator: NCRIC Assistant Deputy Director, Brian Rodrigues
	Email and Phone Number of Originator: brodrigues@ncric.ca.gov 415-710-9702
	PolicyStandardGuideline you are requesting an exception from: Password Management, 60 day rotation requirement
	Summary of the Request: COPLINK has no technical capability to enforce 60 day password lifespan and rotation. 
	Overview of ServiceSystem Impacted: COPLINK, hosted at and maintained by the NCRIC
	Risk: Choice2
	SSN: Choice1
	CDL: Choice1
	Vendor Name: Forensic Logic COPLINK
	If you answered yes to any of the above items please provide a brief explanation of how the data is used in the applicationservice: 
	Benefits of Accepting This Risk: Continued use of COPLINK application to support regional law enforcement access to, and analysis of, shared criminal history data. Coplink is used by hundreds of agencies satewide to help identify suspects and solve cases. 
	Describe the impact to the systemprojectusers if the risk is not accepted: Coplink is a crucially important tool for many crime analysts and investigators. Though we plan to migrate to a newer platform later this year, we need a final term to handle that transition without abandoning users. 
	Describe mitigating controls in place: Active removal of expired accounts, and limiting new access to the system. 
	After Controls what is the remaining Risk and what is the Risk Level: Medium
	Visa: Choice1
	Records: Choice1
	CC: Choice1
	Transaction: Choice1
	Health: Choice1
	Finance: Choice1
	User: Choice1
	Personal: Choice1
	Signed by: Brian Rodrigues
	Department: NCRIC
	Signature Date 2: 2/6/2019
	Signed by_2: Mike Sena
	Signature Date 2_2: 2/6/2019
	Signed by_3: 


