we. IO Information Services Department
C@unty Qfsan M@t@@ @E is Technology Security Assessment

Submitting Department, Submlitter's Name Corey Kennedy
Phone

|Section 1: Vendor Information

Neme: | Gemaito Cogent Inc. : | Corporate Phone #: [526-325-9600 !
Address: |633 N, Rosemead Blvd | City: {Fasadena | State:[ca | 2IP: fa1107 ]
Technical Suppart Contact Methods: PhOHEiIBG&SOO_BM ‘DIM/Chat J |
{Select ailthat apply) [V]Emat: l ] []webPortal [SalesForce |

Technical Support Coverage Hours: (@) 24x7x365 () Business Hours M-F 8-5Pacific () Other 2007 |

Gordon.He@gemalto.com
Does the vendor provide a dedicated account manager or @ Yes O No
representative for escalating problems orincidents?
If yes, please provide name.

Does the vendor maintain any formal security policies & @ YesO No
procedures to comply with industry requirements?

How often is the vendor's security posture reviewed? |5ystem Design and Delivery |

Will the vendor provide a copy of their last security audi? @ Yes o No

Does the vendor have any third-party certifications ar @Yes ONO Yes - when solution requires it - FIPS 140-2 ANSI, NIST, ClIS. More available upon request

attestations, such as FedRamp, FIPS 140-2, FISMA and
DIACAP, HIPAA, 180 27001, PCI DSS, TRUSTe or SOC 1/80C 2/
SSAE 16/ISAE 34027 If yes, provide certification or aftestations.

_Section 2: Product Information:

Product Name:  |CAFIS No. of Users: R Does the product have technical

o ’ g ; : F . 25-30 constraints to the number of OYes @ No
This is an upgrade or renewal for exisfing technology currently In use in the County concurrent users It éan support?
Location: On-Premise [ Hosted (Cloudro-site) [ |Hybrid (On-Pramise/Cioud)

Product Description and Purpose: Pleaseinciude information thatwill identify the function, business process, andthe departments/divisions whowill use it.

The Automated Fingerprint Identffication System {AFIS) stores and compares fingerprint data from lvescan beokings in the jail. The AFIS is used by the County identification
persennel to positively ID-subjects in custody and in the field.

Mobile AFIS readers which our deputies will be outfitted with, will allow them to establish the true Identity of Individuals while in the field. Mobile AFIS readers {Blue Check} will
only transfer fingerprints to the deputy's Mobile Digital Computer (MBC} to which 1t is paired. The S0 does not anticipate implementing this feature for the next 6 — 12
months, until after the core CAFIS system (which has reached End-Of-Life} has been implemented.

Intedration: Does the productintegrate or California DOJ for Livescan TOT transmission and\or Latent Gateway searches to DOI or FB,
interface with any other existing or planned

products or services used elther atthe @ Yes O No
County, or with another third-party County

vendor? This would include requiremeants

forintegration or use of the County’s email

System, ServiceNaw, or athar systems.

Has the appiication been subjected to any
breaches? If yes, include separately, O Yes (®) No |none known
enacted steps to mitigate including

response and escalation processes.

Known Yulnerabilities? none known

OYes @ No




For details on Data Sensitivity and Data Criticality, please see the Section 6 References of this document

Data Sensitivity:

[ ] pusic [interal
Useful ¥ | Important
]

Cata Criticality:

Confidential
D Essentlal

Section 3: Administrative Controls

Configuration and System Hardenlng: Doss the product offer a baseline
configuration or system hardening tool that can protect the product against
confidential datadisclosure orservice disruption? “*Please provide system
configuration diagram

Backup and Restore: Does the product offer featuras to backup and restore user
data, configurations, and applicationcoda?

Does the product integrate with CommVault Storage Services and
AP (the County’s backup platform)?

if there Is a backup process performed by Vendor: @Yes O No

_| Released Code is valldated by vulnerahility scanners

@Yes ONo
@Yes ONO
@Yes O No

In addition to RAID configuration, a external HDD (physically
attached to the serverin the secured Data Center} is included for

How often; When Changes are made on the system

Encrypted? () Yes (®) No

Retention perfod | At least 4 vears

When stored? | County Data Center

Data at Termination of Agreement: Will the data be returned? @Yes

ONo

What assurance is provided for complete removal?

typically the county retains HDDs, We can perform DQOD Wipe If requested

Anti-Virus Protection: Is anti-virus running?

Monitoring and Event Management: Describe how the product can be
moritorad for performance, reliability, and security. Include how the product
reacts to events that are raised during normal operations.

Can the product forward events to a central log repository or System Event
and Incident Management (SEIM) platform

Zabbix {open-source], SYRMON (Cogent in-house)

O Yes @ No

Patching: Describe howthe product spatched and updated. Include how
frequently the vendor provides security fixes and updates.

Product vulnerability patching is included, OS patching is an as needed basis by vendor. TSU
can also apply patches while working with vendor.

If the hardware is cnsite, can County engineers apply patches

@ Yes O Ne

If hosted, please provide version, sarvice pack, patches, and how will the

server be malntained to the lasted parch lavel?

NA

Will the preduct be affected by servers or endpoints that run
anti~virusfanti-malware protection? Ifyes, provide details on
what exclusions are required for the product to work effectively.

Employees: Have employses undergone a background check process?
Will the provider use a subcontractor or 3 party service provider?

If yes, please attach and provide for each subcontractor, the security
and privacy agreement.

Saa$: Is the product 100% web-based?
What are the browser security configuration requirements?

Is the portal ADA compliant with Section 508 of the Rehabilitation Act and
follows the principles of responsive web design?

Disaster Recovery: |s the location of the server, if hosted, in an area prone O Yes @ NG

to natural disaster?
Is there a disaster recavery plan in place?

(o) Yes (O Ne
@ Yes O No

O Yes @No

50 will run County-standard Anti-Virus software and work with Gemalto and ISD to
establish a workable whitelist. The SO recognizes the importance of good/effective
backup and recovery strategy and will work with Gemalto and ISD to establish a

@ Yes o
O Yes 8 P[l\lo

If yes, provide security and privacy agreement for each subcontractor,

Please describe browser security configuration requirements,

O Yes ONO

County Facllity or Data Center

OYes O Ne



Identity and Authentication Management; @ v Oto byes [ ] same Active Directory

Does the product provide for, or support identity an authentication integration ,
with via ofher credentialing systems or profocols? please specify I:I Céuth D LDAP
Note: SAML s the preferredchoice for integration with [ ] wea Other [ﬁ other, please indicate.

SanMateo County systems

Password Management:
Hew are accounts provisioned and managed (includa deprovisioning and remaval)? AD, User Group Manager (UGM) and Single Sign-Cn {SS0)

Does the product provide for password management that meets the County password
policy for complexlty, expiration, reuse, and lockout? See Saction 8 Refersnces for @ Yes O No
morg informadicn about San Mates County’s Password Policy

1. All users have a single acoount with unigue account ID? @ Yes O No

2. First time password must be unique and changed upon initial login? (@) Yes () No

3. Password must be changed avery 60 days? @ Yes O No

4. Password must have at least 8 characters and 1 character from fhree @ Yes O No
of the fellowing: lowercase, uppercase, number, special character?

Does the product provide for password self-reset capability? @ Yes O No

How are passwords stored? Encrypted? @ Yes O No

Access Management: Does the preduct allow for privileges fo be assigned to both Yas No |Userc M UGM and Single Sizn-0n (550
individuals and ‘groups’ of individuals in order to support the use of ‘Roles’ for access @ O ser Giroup Manager { Jehd Single Sign-On (550}

permissions? Please describe method used.

No, locally-housed in a protected private network. $0 intends to woﬁ .

Encryption: |dentify and describe whether the product encrypts data during Data~in-transit

different states~i.e., atrest, in use, and In transit. Also Includs credentials Data-n-use  |No, locally-housed in a protected private petwark

{(usemames, passwords, etc.) Data-at-rest  { No, locally-housed In a protected private network f
Credentials ’AD engryptin |

Auditing: Does theproductprovidea mechanism for auditing system activity @ Yag O No | user actions are logged in database

and/or reporting of that activity? Examples of auditing include user
legindogoeff, user actions, dataexport, andpermissionchanges,

Section 5: Cloud/Hosted Services

Data Sovereignty: Does the vendor keap all the data within the United
States? Please provide location(s) where San Mateo County's data will be
stored.

this is a non cloud solution - Data resides with County

Tenancy: Describe how San Mateo County data resides with other customer ]
data in the hosted environment— .e., Is the data co-mingled in a single Please enter details here.
database, or are there separate customer databases?

Hosted Platform: Please describe the vendor's technology platform in the
hosted environment— both applicaticn, database, andfor cther layers (e.g.,
Ruby on Rails, Redis Cache, MongoDB)

Please describe platform here.

Third Party Services: [oes the vendor use any third-party services (0.0.. [ please provide additional detail including names of vendors.
for development, QA, helpdesk, integration services, offsite backup

locations, efe.) where the third-party vendors have accass to San Mateo
County data? Yes @ Ne

Network Defenses: Please describe how the vendor's network perimeter is
protected, includingwhetheran!PS/ADS andanti-virus system is activated,
and if there is a central logging facility for perimeter events

S0's 10.50 subnet-based Firewall

Service Levels and |neldent Response;
What s the service level for this hosted product, and how does the vendor |Cogent SGP document
guarantee that leve! for its custemers? Include how the vendor notifies
customers of Incidents that do not meet service levels,

Data Loss Events: Has the vendor experienced any data loss incidents If yes, please provide additional detalls.

which required reporting to regulatory authorities In the past 24 months?
Yes @ No




Forensic Analysis: Who would parform a forensic analysis of a breach if NA
one were to cceur at the vendor site?

O ves (O No

IP Restrictions: Does the vendor's hested site have the capability to restrict |Na
access to San Mateo County’s public IP address spaca?

OYes QNO
[Section 6: References - | | N

Password Policy

The County of SanMateo's Information Security Policy requires new technology implementations that use passwordsto
adhere to the following password requirements:

Data Classification Standards

In order to apply the proper security safeguards to digital assets, the County of San Mateo classifies new technology both
fo a Sensitivity and Criticafity class. The fellowing information defines those classification standards and is added as a
resource {o answering the questions in Section 2, ‘Product information’,

resparise Plan, and incloded fotificatlbi totha CAIREYS Prvacy




| Section 7: Non-Compliance

Please explain area(s) of non-compliance. Provide information as to the services or systems that would be impacted as well as the proposed
remediation/mitigation, if any.

NOTE: All non-compliance must file an Information Security Risk Acceptance Form

See completed form.

| Section 8: Other Documents

Please include any pertinent documents, diagrams of network, and/or data flow architecture

Documents included? OYes O No

San Mateo County Information Services Department
Technology Security Assessment . Version 0.7 20180901



Information Security Risk Acceptance Form

Instructions: Fill out all portions of the form applicable. If you require more space, please attach your
responses to this form. Once finished, please send this form to the Information Security Officer — ISD —

Stormy Maé’dux' Vendor Name: Gemalto Cogent Inc.

Departmental Contact Information:

. . Gloria Kanu - IT Director, SMC Sheriff's Office
Name and title of Originator:

. . gkanu@smcgov.org
Email and Phone Number of Originator:

- Policy/Standard/Guideline you are requesting an exception from:
Name the policy, standard, or guideline that is impacted by this request.
Non-Standard Hardware - Use of HP physical Server. This is a vendor-supported system and vendor will do the OS-patching as they are currently

performing. Virtualization will be added in the next upgrade as we are performing a like-for-like upgrade at the moment due to time constraint by
first upgrading the core system and then adding other features and functionality at a later date.

Snacializad innlamantatinn af Countyu Anthdirie and yea afnan ctandard hackius cuctam tn anamant Comm\iault Backyn cinca an avtarnal haed

Summary of the request:

Describe the policy, standard, guideline, or admin memo that is impacted by this request.

We will not be in compliance with the County Hardware/Antivirus/Backup Policies, specifically the use of non-standard hardware for our Cogent
Upgrade. Antivirus whitelist will be developed and non-standard backup system will be used to augment CommVault.

Overview of the service/system impacted:

Describe the department, user name, host name, application, or service that is impacted by this request.

Sheriffs Office -

No Pl travels between mobile “blue-check” device and the client — only fingerprints. Even then, that connection is through a secured connection,
MDCs in the patrol car.

Risk Classification:

LOW @ MEDIUM O HIGH O

Does the application/service for which the security exception applies store, process, transmit, or use any of
the following types of data in any way?

| Yes l No

Social security numbers v
Driver’s license numbers or state identification numbers (for CA or any state) /




Visa or passport numbers or related data /
County employee records

Credit or debit card numbers

Credit card transaction approval data

Personal health information (whether included in medical records or otherwise)

Banking account or other financial account numbers and/or access codes or passwords
for the County of San Mateo or any other person or entity

Computer user names and/or passwords j v l

Personal contact data for County workforce, business partners, or members of the
public

If you answered “yes” to any of the above items, please provide a brief explanation of how the data is used
in the application/service:

These items are used for identification purposes.

Benefits of accepting this risk:

We will be able to upgrade an otherwise out-of-date system.

Describe the impact to the system/project/users if the risk is not accepted:
Delays to the upgrade project which will joepardize the SO's ability to conduct ID functions . —-

With regards to the Antivirus implementation, vendor can either supply an Anti-Virus client or provide the list of folders to whitelist. The reason
given by the vendor is that there are folders with very high 10, and this can impact search/response times. Alternatively, SO can change
Lexpectations on svstem performance

Describe mitigating controls in place:

Describe the technical and procedural controls that will be implemented to address the vulnerabilities and risks above. How are you going to
minimize or mitigate the risks this solution causes?
Vendor will continue to maintain the system - no actual vulnerabilities.

SO will run Anti-Virus software and work with Gemalto and ISD to establish a workable whitelist

Tion CATIC el el i CP | Lemdondl dod ta dlaa LA TN Al le  Tla clat: £, Yol L & de by Dinkeen gl

After controls what is the remaining risk and what is the risk level:

Describe the type and magnitude of remaining vulnerabilities and risks after the controls have been implemented.

None




Risk Acceptance Request:

| understand that compliance with County policies and standards is expected for all workforce members,
departments, organizational units, information systems, and communication systems. The service,
application or business owner is seeking a risk acceptance decision for the following deployment.

Faccept responsibility for the risk associated or created by the exception described above. I also understand
that this exception is temporary and will work to implement the plan to ensure compliance in the future.

GIOﬂa Kan u , Service or Business Owner

Signed by:

Department: Sheriffs Office

.. Digitally signed b
gkanu@smCgOV.0. gimaamees

.. .DNz.cn=gkanu@smegov.org

S |gn ature Date: 19 Date: 2019.01.25 14:45:29 0800

Signed by: //M/i‘f’ / , Department/Agency Head

4 A

/
Signature Date; Q//{/////q ,

Signed by: , Information Security Officer

Signature Date:

Date of Next Review: {ATLEAST ANNUAL)




Appendix A

Criticality Matrix

Protection of data is required by
law (e.g., HIPAA and Criminal
Justice data elements and other
personal identifying information
protected by law)

The institution has a
contractual obligation to
protect the data

High

Medium

Low

| Information that provides access to

resources, physical or virtual

Smaller subsets of Most Critical

data from a department

e Medical

e Criminal Justice

® Prospective employee

Personnel

Financial

Contracts

e Physical plant detail

e Credit card numbers

» (Certain management
information

¢ Personally identifiable
information

¢ Information resources
with access to Most
Critical data

¢ Financial transactions
that do not include
Most Critical data (e.g.,
telephone billing)

¢ Unidentifiable small
subsets of Most Critical
data

Personal directory
data (e.g., contact
information)
E-mail
Institutionally
published public
data




