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 Master Services Agreement 

Rider #4 

 

Information Builders, Inc. 
Two Penn Plaza 
New York, New York 10121-2898 
Tel:  (212) 736-4433 
 

 

 
STATEMENT OF WORK 

OUR UNDERSTANDING OF THE PROJECT 

Client has selected Vendor to provide additional Business Intelligence and Data Analytics functionality to 
enhance and expand the previous implementations. The scope of this Statement of Work (SOW) supports 
Client’s new implementation phase and Client requests Vendor’s assistance as described in this Statement 
of Work. The tasks, estimates, and end products in this Statement of Work are formally described in project 
plans developed and agreed upon by Client and Vendor, and referred to specifically in the sections below 
(collectively, the “Project Plan”). 
 
The Client will organize and conduct the Project with a high level of involvement from Client’s business 
analysts, report developers, and data analysts with the intent that Vendor’s involvement will decrease over 
time, with Client staff taking responsibility for ongoing development activities. Vendor’s resources will 
provide development skills and knowledge transfer throughout the project. Client is responsible for 
maintenance and enhancements of all project elements when they are completed.  

IMPLEMENTATION APPROACH 

Client seeks the assistance of Vendor’s Professional Services personnel (“Consultants”) to augment 
Client’s staff on its project to implement business intelligence and data analytics using Vendor’s software 
products (the “Project”). Consultants will provide design and development services, advice, guidance, and 
assistance for the Project as set forth below.   
 
Where possible, portions of the Project will be delivered using an agile methodology to deliver incremental 
outputs in an iterative fashion.  A formal Scrum methodology will not be used. 

SCOPE OF SERVICES 

Vendor will provide Client with up to six (6) Consultants, in the roles identified below to work full-time as a 
part of Client's project team (the “Project Team”) at Client’s Belmont, CA facilities, or such other designated 
facilities as the parties may agree. The Consultants shall augment and support the Project Team, at the 
direction of the Client’s Project Manager, in the performance of the Tasks related to the Project as more 
particularly set forth below, commencing on or about October 1, 2018 and continuing for an anticipated 
period of approximately nine (9) months. 
 
ATTACHMENT P 
 
Attachment P, Personally Identifiable Information Requirements for County Contractors, Subcontractors, 
Vendors and Agents, is incorporated and attached to this agreement. Vendor agrees to all terms and 
conditions detailed in the Attachment P. 
 

TASKS 

Durations described in this section are estimates based on information available at this time. Some factors 
are beyond the control of both Vendor and Client. Vendor will, however, use commercially reasonable 
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efforts to complete the tasks within the planned duration or estimated cost. Conceptual diagrams and 
representative visualizations have been provided by Client for use by Vendor in developing this estimate. 
Individual task-specific Business Requirement Documents (BRDs) will be developed and approved by both 
parties for each of the portals described in the following End Products. In the event that the approved BRD 
results in an increase to the estimated effort, both parties will follow the Change Order process either to 
reduce the scope or increase funding for the Project.   
 
Vendor’s Project scope is limited to the following tasks and their associated activities, as scheduled in the 
Project Plan, and as needed to support the end products described below. 
 

 Review Client requirements 

 Perform analysis 

 Design portals, procedures, and ETL processes 

 Develop portals, procedures, and ETL processes 

 Assist in creating unit test cases 

 Unit test portals, procedures, and ETL processes 

 Assist in system integration testing of portals, procedures, and ETL processes 

 Provide database analysis and design for identified data marts in the Project Plan 

 Present developed and unit tested project components for sign off from Client and Vendor 

 Participate in appropriate meetings, as defined by the Project Plan 

 Provide knowledge transfer to identified Client resources based on time allocated in the Project 
Plan  

 Perform change control 

 Provide input  to and review the Project Plan 

 Participate in User Testing as described in the Project Plan 

 Assist Client Project Manager with project management and coordination throughout the life of 
the Project as time is allocated and scheduled in the Project Plan (See Project Management 
Approach section in this SOW for more detail.) 

 Assist Client in deployment to production as defined in the Project Plan 
 
Out of Scope for this Statement of Work are any tasks and activities not included in the Project Plan, 
including but not limited to: 
 

 Provide security integration 

 Provide post implementation documentation, end user documentation, and support 
 

Sprints & Artifacts 

Economic Self Sufficiency Portal and its Associated Processes  
The Economic Self-Sufficiency Portal will have approximately four (4) tabs with approximately 54 low 
and medium complexity reports in total. Tabs, reports, filters, and trend information are described in 
detail in “20180718 Visualizations Mapping and Measures 14” document. Further descriptions of 
reports and metrics are contained in the “ESS Dashboard BRD v1 15” document. Sprint details and 
estimates of effort are contained in the ESS Project Plan document, “20180816 SMC_BI_ESS Portal 
Project Plan V23.” 

 
1. Sprint 0 – Project Restart. Funding for this Sprint will come from the Contingency funding allocated 

in this Statement of Work; therefore, the hours required for this Sprint are not included in the total 
hourly estimate. This consists of subtasks to validate that the environment is ready and accessible 
to the assigned Vendor Consultants; there are no defined artifacts. 

2. Sprint 1 – Analysis. Analyze impact of visualizations from revised BRD. 
a. Artifact: High-level visualizations document 

3. Data Modeling preparation for Sprint 2 – Client is responsible for this task and will provide the 
artifacts prior to Sprint 2. 

b. Artifact:  Entity-Relationship Diagrams 
c. Artifact:  Documentation of Mapping, Data Mart Design, and Validation Results 
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4. Sprint 2 – Design. Design Portal visualizations, ETL, calculations, data elements, data layer, 
history, refresh, process orchestration; and perform sprint close-out.    

a. Artifact:  Document containing representative mockups, styling, and navigation 
b. Artifact:  Document containing design for ETL flows and data  definitions  
c. Artifact: Document containing Logical Data model for data mart, data standardization, and 

access rules 
d. Artifact:  Document all design work streams 

5. Sprint 2.1 – Logical Data Validation. Client will perform this task and will review the resulting 
documentation with Vendor. 

6. Sprint 3 – Build. Create Portal visualizations, ETL, calculations, data elements, data layer, history, 
refresh, process orchestration; and perform sprint close-out.    

a. Artifact:  Document containing “as-built” screen captures, styling, and navigation 
b. Artifact:  Document containing “as-built” ETL flows, data  definitions, and access rules  
c. Artifact:  Document containing "as-built” Logical Data model for data mart, data 

standardization, and access rules. 
d. Artifact: Revised document from sprint-close out, and demonstration of “as-built” work 

stream artifacts 
7. Sprint 4 – Validation. Client will validate the model, the metrics, and the data refresh, with Vendor 

assistance. 
8. Sprint 5 – Integration Testing. 

a. Artifact: Revised existing documentation, if needed, for the refinements to the “as-built” 

components based on the integration test results. 

9. Sprint 6 – User Testing. Client will perform this task and Vendor will assist with cosmetic 
refinements based on User Test results, during the time period allocated in the Project Plan. 

10. Sprint 7 – Deployment to Production. 
a. Artifact: Portals, dashboards, metrics are demonstrable, as agreed, in the production 

environment 
b. Artifact:  Revised documentation, if needed 

 
A portion of the work for the ESS Portal was funded and completed in Rider #3 and the associated Change 
Order(s). The estimated level of effort for the remaining portions to complete tasks for the ESS Portal is 
approximately fifty-seven (57) person-weeks, and the planned duration is approximately twenty-eight (28) 
weeks with an estimated cost of $401,460. 
 
Enhancements to Employment Services Portal and Associated Processes  

The Employment Services (ES) portal will have six (6) tabs with multiple reports per tab, with an 
estimated twenty-one (21) low and medium complexity reports. Further descriptions of reports and 
metrics are contained in the “Employment Services Dashboard BRD v3_9” document. Sprint details 
and estimates of effort are contained in the ES Project Plan document, “20180815 SMC_BI_ES_Portal 
Project Plan V4.mpp”. 

 
1. Sprint 1 – Analysis 

a. Artifact: high-level visualizations document of the wireframe, data mapping, and data 
profile/standardization 

2. Sprint 2 – Design. Design Portal visualizations, ETL, calculations, data elements, data layer, 
history, refresh, process orchestration; and perform sprint close-out.    

a. Artifact:  Document containing representative mockups, styling, and navigation 
b. Artifact:  Document containing design for ETL flows and data  definitions  
c. Artifact: Document containing Logical Data model for data mart, data standardization, and 

access rules 
d. Artifact:  Document all design work streams 

3. Sprint 3 – Build. Create Portal visualizations, ETL, calculations, data elements, data layer, history, 
refresh, process orchestration; and perform sprint close-out.    

a. Artifact:  Document containing “as-built” screen captures, styling, and navigation 
b. Artifact:  Document containing “as-built” ETL flows, data  definitions, and access rules  
c. Artifact:  Document containing "as-built” Logical Data model for data mart, data 

standardization, and access rules. 
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d. Artifact: Revised document from sprint-close out, and demonstration of “as-built” work 
stream artifacts  

4. Sprint 4 – Validation. Client will validate the model, the metrics, and the data refresh, with Vendor 
assistance.   

5. Sprint 5 – Integration Testing. 
a. Artifact: Revised existing documentation, if needed, for the refinements to the “as-built” 

components based on the integration test results. 
6. Sprint 6 – User Testing. Client will perform this task and Vendor will assist with cosmetic 

refinements based on User Test results, as allocated in the Project Plan. 
7. Sprint 7 – Deployment to Production. 

a. Artifact: Portals, dashboards, metrics are demonstrable, as agreed, in the production 
environment 

b. Artifact:  Revised documentation, if needed 
 
Funding for the ES Portal was originally provided in Rider #3 and the associated Change Order(s).  This 
Statement of Work moves all ES scope and funding from Rider #3 to this Rider #4 and increases the scope 
and funding based on the approved BRD. The estimated level of effort for the ES Portal is approximately 
fifty-nine (59) person-weeks, and the planned duration is approximately twenty (21) weeks with an 
estimated cost of $432,785. 
 
Additional Dashboard Enhancements – Client requests enhancements to Collaborative Community 
Outcomes dashboards, reports, and portals developed under previous Riders. A Business Requirement 
Document (BRD) will be finalized and approved by both parties for the enhancements described in this 
section. In the event that the approved BRD results in an increase in the estimated effort, both parties will 
follow the Change Order process either to reduce the scope or increase funding for the Project.   
 
The estimated level of effort for this end product is approximately nine (9) person-weeks, and the planned 
duration is approximately five (5) weeks with an estimated cost of $59,995. 

PROJECT MANAGEMENT APPROACH 

Client shall assign a project manager to be the primary point of contact for Vendor. The Client Project 
Manager shall take responsibility for reviewing status reports, issues, and progress of the Project with the 
Vendor Engagement/Solution Manager and shall have the primary responsibility for managing the Project. 
The Client Project Manager shall also be responsible for escalating Project status and Project issues to 
Client’s and Vendor’s Senior Management as necessary and appropriate. The Consultants shall work at 
the direction of the Client’s Project Manager who shall manage and direct the Project in accordance with 
its own project and/or implementation methodology. The Client Project Manager will coordinate all Vendor 
and Client resources throughout the duration of the Project.   
 
Vendor will assign an Engagement/Solution Manager who shall be responsible for coordinating Vendor 
resources with the Client Project Manager. The Vendor Engagement/Solution Manager will perform 
technical analysis and tasks as required and will also be responsible for: 

 Assisting the Client Project Manager with Project Kickoff activities. 

 Assisting the Client Project Manager with the development and monitoring of the Project Plan. 

 Preparing and reviewing weekly status reports with the Client Project Manager and Vendor 
Management.  The weekly status reports will include: 

o Vendor activities accomplished during the previous period. 
o Anticipated Vendor activities for the next period. 
o Project funding status. 
o Risks and issues. 

 Assisting the Client Project Manager with managing risks and issues. 

 Assisting the Client Project Manager with escalation management as required. 

 Assisting the Client Project Manager with performing change control as required during the life of 
the project. 

 Assisting the Client Project Manager with performing project closure activities. 
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 Assisting the Client Project Manager with Business Services Group skills uplift activities by 
including Client staff in scheduled weekly technical review sessions. 

 

CLIENT RESPONSIBILITIES 

Client acknowledges that its participation and cooperation are critical for the success of the Project.  Client 
further acknowledges that it has a number of responsibilities and obligations that it must fulfill before Vendor 
is able to perform its obligations hereunder. Client’s responsibilities and obligations include but are not 
limited to the following: 
 

Pre-Engagement 

1. Client shall complete the following tasks prior to Vendor starting the Project: 

 Acquire and provide all data extracts necessary to perform the Scope and Approach to the 
Project, and place on disk prior to the start of Vendor work. 

2. Client shall provide Vendor Consultants assigned to the Project with: 

 Computers and workspaces  

 Network logon ID(s)  

 Full access, as necessary and appropriate, to Client’s development and production 
environments, as well as, access to other environments where data files are stored. 

 
Such facilities, equipment and access shall be comparable to what Client provides its own 
employees, and Client shall manage any such Client equipment used by Vendor as part of this 
Project.  
 

General 
1. Client shall be responsible for all reasonable backup and recovery to ensure no interruption or loss 

of work in the development, test, training and production environments. 
2. Client shall be responsible for ensuring the necessary prerequisite background training, 

qualifications and availability of its staff for mentoring in accordance with the scheduled billable 
time of the Vendor Consultant(s). 

 
Technical 

1. Client shall be responsible for maintaining the development and production environments in 
accordance with Vendor specifications, including wide area networks, local area networks, network 
servers, operating systems, relational database management systems and other hardware. 

2. Client shall provide the required computer server equipment and administrative support for housing 
the Vendor server and the database server (the "Development Environment"). These servers will 
be accessible over a network provided and administered by Client.   

3. Client shall be responsible for all network, operating system, and premises security. 
4. Client shall provide ongoing systems administration support as required during the term of the 

Project.  
5. Client shall ensure that all environments will be provided and owned/licensed by Client including 

servers, OS, RDBMS and Vendor will be entitled to use them in accordance with such licenses 
without charge, during the term of the Project as needed. 

6. Client shall be responsible for production deployment of all applications and all post-implementation 
first-level support (help desk, operations, etc.). 

 
Resources 

1. Prior to the commencement of the Project, Client shall designate and identify to Vendor one (1) 
executive-level person within its organization ("Executive Sponsor") who has the authority to make 
final decisions and resolve issues with regard to the Project and Client's functional/business 
requirements.  The Executive Sponsor shall be available when needed. 

2. Client shall assign a project manager to be the primary point of contact for Vendor.  The Client 
Project Manager shall take responsibility for reviewing status reports, issues, and progress of the 
Project with the Vendor Engagement Manager and shall have the primary responsibility for 
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managing the Project.  The Client Project Manager shall also be responsible for escalating Project 
status and Project issues to Client’s Senior Management/Project Sponsor as necessary and 
appropriate. 

3. Client shall commit a dedicated business sponsor throughout the term of the Project.  Client shall 
make available additional business resources as required to support each task.  Client shall provide 
sample reports, process diagrams, or other process related information to support this activity. 

4. The Client Database Administrator or equivalent shall be available for identifying required interfaces 
and data sources. 

5. Client Project Manager, Subject Matter Experts, Business Sponsor and all other business 
resources and requisite personnel shall be available when needed.   

6. Client shall provide all of the resources specified in the Client Staffing Plan section of this Statement 
of Work, to be available when needed.  Changes in or additions to the list of identified resources or 
their scheduled availability may impact the cost and effort estimates, as well as the time of 
completion. 

7. Client shall provide a designated representative from each of the functional areas of Client to 
identify the details of the specific reports that Vendor will work on jointly with the Client development 
team. 

8. Client shall provide the Vendor Project Team remote VPN access into Client’s development and 
test environment for the Project. Vendor’s labor and expenses estimates assume effective use of 
off-site Consultants to perform specific tasks. 

9. The Client Project Manager shall ensure that during all test runs, the proper resources are available 
to participate in the testing. These resources include systems integration resources, database 
administrators, network administrators, and systems administrators. 

 
Data 

1. Client shall be responsible that all data required is available and non-corrupt. 
2. Client shall provide the data formats for the data to be imported from all the source systems, by the 

dates indicated in the Project Plan. Client shall be responsible for the extraction of data into a format 
predefined and agreed to by both parties. 

3. Client shall provide the Vendor consultants assigned to the Project, access to all necessary 
databases and schemas of data stores from which information must be obtained. 

4. Client shall provide the Vendor consultants assigned to the Project, access to all necessary 
systems, metadata and documentation. 

5. Client shall be responsible for the accuracy of the data stored in the data sources. Vendor will not 
be held responsible for results that are inaccurate or incomplete caused by insufficient or corrupt 
data except when explicitly set forth as Vendor’s responsibility in this Statement of Work.  

6. The parties acknowledge that in the course of their business relationship and in the provision of 
Professional Services, that Vendor shall not have or receive any Client customer or personal 
information that can be used to identify an individual as part of their normal course of business 
dealings. It will be Client’s responsibility to assess the necessity of providing such information to 
Vendor on a case by case basis and in the event that Client deems it necessary, then Client and 
Vendor shall agree as to the method and means of its dissemination and timely removal. To the 
extent Client is providing test data to Vendor, such data shall have any such customer or personal 
information removed or redacted unless the parties otherwise agree in writing. 

PROJECT ASSUMPTIONS 

Vendor used the following technical and business assumptions to develop this statement of work. These 
assumptions are based on information provided by Client to Vendor relating to the Project and Client’s 
current business systems as of the effective date of this Statement of Work, and have been used to develop 
Vendor’s current estimated level of effort and cost.  Any deviation from these assumptions may affect the 
actual scope of work and lead to commensurate changes in such estimates and the associated Services 
fees and expenses as described in General, number 2, below. 
 
General 

1. This Statement of Work is based upon Vendor's initial understanding of the Project. High-level 
requirements and processes have been verbally communicated to Vendor such that an estimate 
may be provided for the level of effort and cost associated. The Project Plan and timeline, resource 
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requirements and cost estimates may be refined throughout the Project as details on requirements 
are accumulated. 

2. Increases in scope outside of the identified and defined tasks or any change to requirements, that 
will have an impact on cost and schedule will be documented as Change Orders. Change Orders 
will be submitted to Client for review and must be executed by both parties as an amendment to 
this Statement of Work prior to incorporation into the Project baseline. Any Change Orders will 
identify extended timeframes, if applicable, services to be provided and cost for said services. 

3. Unexpected and unknown items may result in changes to the Project Plan and Project timelines. 
4. Vendor’s Project Management Guidelines methodology for status reporting, acceptance, issue 

tracking, change requests, and funding requirements may be used during the course of this Project 
at Vendor’s discretion.  

5. Vendor and Client will mutually agree upon a Risk Management procedure and an Issue 
Management procedure. 

6. There will be an Executive Steering Committee, which is made up of executives from Client and 
Vendor. This is an oversight organization charged with providing both project vision and direction, 
which has ultimate responsibility for conflict/issue resolution and has the final decision on scope-
change management. 

7. The scope of Services hereunder contemplates Vendor’s assistance with Client’s development of 
the named application only. Any configuration, modification or other changes to any Client or third 
party applications, including such applications that Client seeks to integrate, interact, interface or 
otherwise work or exchange data with the named application, are the sole responsibility of Client. 

8. Client will provide information regarding Client’s business policy, processes, and their organization 
sufficient to support Vendor’s provision of Services hereunder. 

9. Advice and guidance provided hereunder is not intended to replace or achieve more formal end 
user and technical training of Client’s Users, which is separately available from Vendor. 

 
Technical 

1. Client has a working knowledge of the technical environment and data required to help Vendor in 
performing the approach and scope outlined in this Statement of Work. 

2. Vendor assumes no responsibility for application performance issues except to the extent that 
Client can demonstrate that the substandard performance is solely caused by defective application 
code written by Vendor. 

3. Integration with a non-WebFOCUS portal is outside the scope of this Statement of Work. 
4. Any existing anomalies in data must be rectified prior to development of the WebFOCUS reports.  

Vendor will not be responsible for correcting existing data anomalies.   
 
Resources 

1. Any non-availability of Client resources or environments may result in changes to the Project Plan 
and Project timelines. 

 
Data 

1. Changes to the database structure, data mapping, and/or data relationships that occur after the 
start of the Project will not affect any reports under development or already completed.  Should that 
occur, the impact on the cost and schedule will be determined and a decision made between 
Vendor and client as to whether the change will be implemented. 

PROJECT STAFFING 

Vendor Staffing Plan: The staffing plan for the Vendor team is as follows: 
1. Senior Consultants with experience in Vendor’s WebFOCUS Business Intelligence products, user 

interfaces, testing, and implementation  
2. Systems Integration Engineer with experience in iWay integration 
3. Data Architect with experience in data modelling and ETL processes   
4. Engagement Manager/Solution Manager with experience in integration and data quality projects to 

assist the Project Team with Engagement Management and architectural design  
 
Client Staffing Plan: The necessary Client’s resources are: 

1. Executive Sponsor 
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2. Business Sponsor 
3. Business Analyst(s) 
4. Business Subject Matter Expert(s) 
5. BI Developer(s) 
6. Database Administrator 
7. Project Manager 

 
Vendor will schedule the appropriate resources upon execution of this Statement of Work. A two to three 
week notice may be necessary.   

PAYMENT TERMS 

All Services related to this Project, as outlined in this Statement of Work, shall be performed on a time and 
materials basis. Services are estimated and billed on an hourly basis, based upon an eight (8) hour workday 
per Consultant and a forty (40) hour workweek per Consultant. A minimum engagement duration of five (5) 
workdays per Consultant is required. The applicable billing rate for the Consultant shall be at the rates 
shown below. Any and all hours in excess of ten (10) hours per day per Consultant or fifty (50) hours per 
week per Consultant require the prior written consent of Vendor; however, all hours worked will be billed to 
and paid by Client. All overtime shall be billed at the same hourly rate per Consultant as regular time for 
such Consultant.   
 

Resource Level 
Discounted 
Hourly Rate 

(US$) 

Hours Total (US$) 

Senior Consultant $165 1559 $   257,235 

Data Migrator Architect  $165 1580 $   260,700 

Systems Integration Engineer $165 885 $   146,025 

Solution Manager $190 1212 $   230,280 

Total Estimated Fees   $   894,240 

Contingency Funds   $     89,424 

Total Estimated New Fees With Contingency   $   983,664 

 

The estimated consulting hours provided above is for budgeting purposes only and should not be construed 
as a fixed price quotation. Vendor does not promise to complete Tasks for the amount estimated above. In 
the event additional hours are required, Vendor will extend these services, subject to the availability of 
personnel, on a time and materials basis, upon receiving written authorization from Client.  
 
Contingency Funding: Contingency funding in the amount of $89,424 is being added to this Statement of 
Work in the event that additional modifications or enhancements are requested by Client program staff once 
the Portal and Dashboards have been completed, or in the case that unknown challenges are encountered, 
including but not limited to business logic, data acquisition and processing, and visual layout and contents. 
Any such changes will be agreed upon by both parties in writing in accordance with the Change 
Management process described in the PROJECT ASSUMPTIONS section above.  
 

Expenses: All travel, meals, and living expenses incurred shall be pre-approved and shall be borne by 
Client, such approval not to be unreasonably withheld. The maximum  reimbursement amount for the actual 
cost of lodging, meals, and incidental expenses (“M&I Expenses”) is limited to the then current Continental 
United States (“CONUS”) rate for the location of the work being done (i.e., Belmont for work done at the 
Human Services Agency administration building) as set forth in the Code of Federal Regulations and as 
listed by the website of the U.S. General Services Administration (available online at 
http://www.gsa.gov/porta/content/104877, or by searching www.gsa.gov for the term CONUS. Client will 
set the maximum for lodging at twice the CONUS rate, and CONUS rates for all other reimbursement.   
 
The maximum amount payable for expenses (travel, meals, and Living expenses) shall not exceed Sixty-
Five Thousand Dollars ($65,000). Vendor shall not exceed such expense estimate without the approval of 
Client such, approval not to be unreasonably withheld. In the event expenses incurred or anticipated by 

http://www.gsa.gov/porta/content/104877
http://www.gsa.gov/
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Vendor to be incurred exceed $65,000 and Client withholds approval of additional expenses, Vendor shall 
have the right to suspend performance of all Services and Vendor shall not be liable for delays, added 
costs, failure to complete the Project, or incomplete work resulting from such suspension of Services. 
 
 
Payment: All fees and charges shall be billed on a monthly basis and such bills shall be due and payable 
upon receipt. All invoices shall be provided to: 
 

Client’s Name:   County of San Mateo - Human Services Agency 
Client’s Address:   1 Davis Drive 
City, State, Zip:   Belmont, CA  94002  
Attn:  Name:   Michael Wentworth 
Phone Number:   650-802-7567 
Email Address:   mwentworth@smcgov.org 

 
Client shall inform Vendor promptly in writing if it changes the person to whom invoices should be sent.   
 
Client shall be solely responsible for payment of any sales taxes (but expressly not for taxes on Vendor’s 
income, employee benefits, employee, officer, director or affiliate salaries or other compensation or for 
licenses or other governmental permits required in order for Vendor to do business generally) associated 
with Vendor’s provision of the Services; should Vendor be required to pay any taxes or other incidental 
charges associated with the provision of the Services outlined in this Statement of Work, then such taxes 
or other charges shall be billed to and paid in full by Client.  
 
Miscellaneous: All pricing is valid through June 30, 2019. Subcontracted personnel assigned to the Project 
will be invoiced to Client at the same rates set forth above. Except as otherwise stated in this Statement of 
Work with regard to the Services performed hereunder, Vendor reserves the right to change the services it 
offers to its Clients generally and the related rates at any time. 

MAXIMUM PAYMENT AND TERM 
The term of this Agreement is November 3, 2015 through June 30, 2019.  In no event shall payments under 

this Statement of Work, Rider#4, exceed One Million Forty-Eight Thousand Six Hundred and Sixty-Four 
Dollars ($1,048,664) or extend beyond June 30, 2019 unless a Change Order is issued and signed by the 
parties or this Statement of Work is otherwise amended as described in Section 13.9 of the Agreement. 

The total Agreement obligation for the original agreement and riders, shall not exceed $3,426,784. Client 

will not be responsible for paying unauthorized invoices that exceed the maximum payment, or incurred 

after the termination date.    
 

Description Total (US$) 

Consulting Fees with Contingency $   983,664 

Expenses $     65,000 

Total Estimated Fees with Contingency $1,048,664 

 

RETENTION OF RECORDS 
Section 4.4 of the Agreement notwithstanding, Information Builders will retain applicable records for Client’s 
inspection for a period of three (3) years. 
 

mailto:mwentworth@smcgov.org
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The Effective Date of this Statement of Work shall be _________________________. 
 
Executed By:  Executed By: 
 
COUNTY OF SAN MATEO  INFORMATION BUILDERS, INC. 
 

Signature:         Signature:    

 

Name:         Name:   

 

Title:           Title:   

 

Date:         Date:   
 

Marc S. Bloch

VP of Finance & Operations - Corp. PS

9/21/18
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Attachment P 

Personally Identifiable Information 

Requirements for County Contractors, Subcontractors, Vendors and Agents 

I. Definitions 
 
Personally Identifiable Information (PII), or Sensitive Personal Information (SPI), as 

used in Federal information security and privacy laws, is information that can be 

used on its own or with other information to identify, contact, or locate a single 

person, or to identify an individual in context.  PII may only be used to assist in the 

administration of programs in accordance with 45 C.F.R. § 205.40, et seq. and 

California Welfare & Institutions Code section 10850. 

 
a. “Assist in the Administration of the Program” means performing 

administrative functions on behalf of County programs, such as determining 
eligibility for, or enrollment in, and collecting context PII for such purposes, to the 
extent such activities are authorized by law. 

 
b. “Breach” refers to actual loss, loss of control, compromise, unauthorized 

disclosure, unauthorized acquisition, unauthorized access, or any similar term 
referring to situations where persons other than authorized users and for other 
than authorized purposes have access or potential access to context PII, whether 
electronic, paper, verbal, or recorded. 

 
c. “Contractor” means those contractors, subcontractors, vendors and agents of 

the County performing any functions for the County that require access to and/or 
use of PII and that are authorized by the County to access and use PII. 

 
d. "Personally Identifiable Information” or “PII” is personally identifiable 

information that can be used alone, or in conjunction with any other reasonably 
available information, to identify a specific individual. PII includes, but is not 
limited to, an individual's name, social security number, driver's license number, 
identification number, biometric records, date of birth, place of birth, or mother’s 
maiden name. PII may be electronic, paper, verbal, or recorded. 

 
e. “Security Incident” means the attempted or successful unauthorized access, 

use, disclosure, modification, or destruction of PII, or interference with system 
operations in an information system which processes PII that is under the control 
of the County or County’s Statewide Automated Welfare System (SAWS) 
Consortium, or under the control of a contractor, subcontractor or vendor of the 
County, on behalf of the County. 

 
f. “Secure Areas” means any area where: 

 
i. Contractors administer or assist in the administration of County programs; 
ii. PII is used or disclosed; or 
iii. PII is stored in paper or electronic format. 
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II. Restrictions on Contractor re Use and Disclosure of PII  

 
a. Contractor agrees to use or disclose PII only as permitted in this Agreement and 

only to assist in the administration of programs in accordance with 45 CFR § 
205.50, et seq. and California Welfare & Institutions Code section 10850 or as 
otherwise authorized or required by law.  Disclosures, when authorized or 
required by law, such as in response to a court order, or when made upon the 
explicit written authorization of the individual, who is the subject of the PII, are 
allowable. Any other use or disclosure of PII requires the express approval in 
writing by the County.  No Contractor shall duplicate, disseminate or disclose PII 
except as allowed in this Agreement. 

 
b. Contractor agrees to only use PII to perform administrative functions related to 

the administration of County programs to the extent applicable. 
 

c. Contractor agrees that access to PII shall be restricted to Contractor’s staff who 
need to perform specific services in the administration of County programs as 
described in this Agreement. 

 
d. Contractor understands and agrees that any of its staff who accesses, discloses 

or uses PII in a manner or for a purpose not authorized by this Agreement may 
be subject to civil and criminal sanctions available under applicable Federal and 
State laws and regulations  

 
III. Use of Safeguards by Contractor to Protect PII  

 
a. Contractor agrees to ensure that any agent, including a subcontractor, to whom it 

provides PII received from, or created or received by Contractor on behalf of 
County, agrees to adhere to the same restrictions and conditions contained in 
this Attachment PII. 

 
b. Contractor agrees to advise its staff who have access to PII, of the confidentiality 

of the information, the safeguards required to protect the information, and the 
civil and criminal sanctions for non-compliance contained in applicable Federal 
and State laws and regulations.    

 
c. Contractor agrees to train and use reasonable measures to ensure compliance 

by Contractor’s staff, including, but not limited to (1) providing initial privacy and 
security awareness training to each new staff within thirty (30) days of 
employment; (2) thereafter, providing annual refresher training or reminders of 
the PII privacy and security safeguards to all Contractor’s staff; (3) maintaining 
records indicating each Contractor’s staff name and the date on which the 
privacy and security awareness training was completed; and (4) retaining training 
records for a period of three (3) years after completion of the training. 

 
d. Contractor agrees to provide documented sanction policies and procedures for 

Contractor’s staff who fail to comply with privacy policies and procedures or any 
provisions of these requirements, including termination of employment when 
appropriate. 
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e. Contractor agrees that all Contractor’s staff performing services under this 
Agreement sign a confidentiality statement prior to accessing PII and annually 
thereafter. The signed statement shall be retained for a period of three (3) years, 
and the statement include at a minimum: (1) general use; (2) security and privacy 
safeguards; (3) unacceptable use; and (4) enforcement policies. 

 
f. Contractor agrees to conduct a background check of Contractor’s staff before 

they may access PII .Contractor further agrees that screening documentation 
shall be retained for a period of three (3) years following conclusion of the 
employment relationship. 

 
 

g. Contractor agrees that only the minimum necessary amount of PII required to 
perform required business functions will be accessed. 

 
 

IV. Reporting of Breaches Required by Contractor to County; Mitigation  
 

a. Contractor shall report to County within three business days of discovery, to the 
County contact listed in this agreement by email or telephone as listed in the of 
unsecured PII, if that PII was, or is, reasonably believed to have been accessed 
or acquired by an unauthorized person, any suspected security incident, intrusion 
or unauthorized access, use or disclosure of PII in violation of this Agreement, or 
potential loss of confidential data affecting this Agreement. 

 
b. Contractor understands that State and Federal Law requires a breaching entity to 

notify individuals of a breach or unauthorized disclosure of their PII. Contractor 
shall ensure that said notifications shall comply with the requirements set forth in 
California Civil Code section 1798.29, and 42 U.S.C. section 17932, and its 
implementing regulations, including but not limited to, the requirement that the 
notifications be made without unreasonable delay and in no event later than sixty 
(60) calendar days. 

 
c. Contractor agrees to promptly mitigate, to the extent practicable, any harmful 

effect that is known to Contractor stemming from a use or disclosure of PII in 
violation of the requirements of this Agreement, including taking any action 
pertaining to such use or disclosure required by applicable Federal and State 
laws and regulations.  

 

V. Permitted Uses and Disclosures of PII by Contractor  
 

Except as otherwise limited in this schedule, Contractor may use or disclose PII to 

perform functions, activities, or services for, or on behalf of, County as specified in 

the Agreement; provided that such use or disclosure would not violate the Privacy 

Rule if done by County. 
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VI. Obligations of County 
 

a. County shall provide Contractor with the notice of privacy practices that County 
produces in accordance with California Welfare and Institutions Code section 
10850, as well as any changes to such notice. 

 
b. County shall notify Contractor of any changes in, or revocation of, permission by 

Individual to use or disclose PII, if such changes affect Contractor’s permitted or 
required uses and disclosures. 

 
c. County shall notify Contractor of any restriction to the use or disclosure of PII that 

County has agreed to in accordance with California Welfare and Institutions 
Code section 10850. 

 

VII. Permissible Requests by County 

 
County shall not request Contractor to use or disclose PII in any manner that would 

not be permissible under the Privacy Rule if so requested by County, unless 

Contractor will use or disclose PII for, and if the Agreement provides for, data 

aggregation or management and administrative activities of Contractor. 

 
VIII. Duties Upon Termination of Agreement 

 
a. Upon termination of the Agreement, for any reason, Contractor shall return or 

destroy all PII received from County, or created, maintained, or received by 
Contractor on behalf of County that Contractor still maintains in any form.  This 
provision shall apply to PII that is in the possession of subcontractors or agents 
of Contractor.  Contractor shall retain no copies of the PII.  

 
b. In the event that Contractor determines that returning or destroying PII is 

infeasible, Contractor shall provide to County notification of the conditions that 
make return or destruction infeasible.  Upon mutual Agreement of the Parties that 
return or destruction of PII is infeasible, Contractor shall extend the protections of 
the Agreement to such PII and limit further uses and disclosures of such PII to 
those purposes that make the return or destruction infeasible, for so long as 
Contractor maintains such PII.  

 
IX. Miscellaneous 

 
a. Regulatory References.  A reference in this Attachment to a section in the 

Personally Identifiable Information Privacy Rule means the section as in effect or 
as amended, and for which compliance is required. 

 
b. Amendment.  The Parties agree to take such action as is necessary to amend 

this Schedule from time to time as is necessary for County to comply with the 
requirements of the Privacy Rule and in accordance 45 CFR § 205.40, et seq. 
and California Welfare and Institutions Code section 10850. 
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c. Survival. The respective rights and obligations of Contractor under this 
Attachment shall survive the termination of the Agreement unless and until the 
PII is destroyed or returned to the County. 

 
d. Interpretation.  Any ambiguity in any provision in this Attachment shall be 

resolved in favor of a meaning that permits County to comply with the Privacy 
Rule. 

 
 

  



San Mateo County – Statement of Work 

Template version date: February 22, 2017 Issued by:            16 
 

ATTACHMENT SP 
Service Provider Supplemental Attachment 

 
This attachment is part of the agreement between Information Builders, Inc. and the County 

of San Mateo. 

I. Contract Dollar Amount  
 

In no event shall total payment for services under this Agreement exceed, $3,426,784. 

 

II. AVAILABILITY OF FUNDS  

County may immediately terminate this Agreement based upon unavailability of Federal, 
State, or County funds by providing written notice to Contractor as soon as is reasonably 
possible after County learns of said unavailability of funding. 
 

III. EQUAL BENEFITS ORDINANCE  

Contractor shall comply with all laws relating to the provision of benefits to its employees 
and their spouses or domestic partners, including, but not limited to, such laws prohibiting 
discrimination in the provision of such benefits on the basis that the spouse or domestic 
partner of the Contractor’s employee is of the same or opposite sex as the employee.  
 

IV. EMPLOYEE JURY SERVICE  

Contractor shall comply with Chapter 2.85 of the County’s Ordinance Code, which states 
that Contractor shall have and adhere to a written policy providing that its employees, to 
the extent they are full-time employees and live in San Mateo County, shall receive from 
the Contractor, on an annual basis, no fewer than five days of regular pay for jury service in 
San Mateo County, with jury pay being provided only for each day of actual jury service.  
The policy may provide that such employees deposit any fees received for such jury service 
with Contractor or that the Contractor may deduct from an employee’s regular pay the fees 
received for jury service in San Mateo County.  By signing this Agreement, Contractor 
certifies that it has and adheres to a policy consistent with Chapter 2.85.  For purposes of 
this Section, if Contractor has no employees in San Mateo County, it is sufficient for 
Contractor to provide the following written statement to County:  “For purposes of San 
Mateo County’s jury service ordinance, Contractor certifies that it has no full-time 
employees who live in San Mateo County.  To the extent that it hires any such employees 
during the term of its Agreement with San Mateo County, Contractor shall adopt a policy 
that complies with Chapter 2.85 of the County’s Ordinance Code.”  The requirements of 
Chapter 2.85 do not apply if this Agreement’s total value listed in the Section titled 
“Payments”, is less than one-hundred thousand dollars ($100,000), but Contractor 
acknowledges that Chapter 2.85’s requirements will apply if this Agreement is amended 
such that its total value meets or exceeds that threshold amount. 
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V. HISTORY OF DISCRIMINATION  

Contractor certifies that no finding of discrimination has been issued in the past 365 days 
against Contractor by the Equal Employment Opportunity Commission, the California 
Department of Fair Employment and Housing, or any other investigative entity.  If any 
finding(s) of discrimination have been issued against Contractor within the past 365 days 
by the Equal Employment Opportunity Commission, the California Department of Fair 
Employment and Housing, or other investigative entity, Contractor shall provide County 
with a written explanation of the outcome(s) or remedy for the discrimination prior to 
execution of this Agreement.  Failure to comply with this Section shall constitute a 
material breach of this Agreement and subjects the Agreement to immediate termination 
at the sole option of the County. 
 

VI. HOLD HARMLESS  

Contractor agrees to indemnify and defend County and its employees and agents from any 
and all claims, damages, and liability in any way occasioned by or arising out of the 
negligence of Contractor and/or its employees/officers/agents in the performance of this 
Agreement, including any sanctions, penalties, or claims of damages resulting from 
Contractor’s failure to comply with any law, regulation, or ordinance, including but not 
limited to those listed in this Agreement. 

 

VII. ELECTRONIC SIGNATURE  

Both County and Contractor wish to permit this Agreement and future documents relating 
to this Agreement to be digitally signed in accordance with California law and County’s 
Electronic Signature Administrative Memo. Any party to this Agreement may revoke such 
agreement to permit electronic signatures at any time in relation to all future documents 
by providing notice pursuant to this Agreement. 
 

 

 


