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AGREEMENT BETWEEN THE COUNTY OF SAN MATEO AND ASSURECARE, LLC 
 

This Agreement is entered into this _____ day of _______________, 2016, by and between the County of 

San Mateo, a political subdivision of the state of California, hereinafter called “County,” and AssureCare, 

LLC, hereinafter called “Contractor.” 

* * * 

Whereas, pursuant to Section 31000 of the California Government Code, County may contract with 

independent contractors for the furnishing of such services to or for County or any Department thereof; 

and 

Whereas, it is necessary and desirable that Contractor be retained for the purpose of maintaining the Q 

Continuum case management system that supports program services in the Division of Aging and Adult 

Services. 

Now, therefore, it is agreed by the parties to this Agreement as follows: 

1. Exhibits and Attachments 

The following exhibits and attachments are attached to this Agreement and incorporated into this 

Agreement by this reference: 

Exhibit A—Services 

Exhibit B—Payments and Rates 

Exhibit C - Confidentiality 

Attachment H—HIPAA Business Associate Requirements 

Attachment I—§ 504 Compliance  

Attachment J-End User License and Maintenance Agreement 

 

2. Services to be performed by Contractor 

In consideration of the payments set forth in this Agreement and in Exhibit B, Contractor shall perform 

services for County in accordance with the terms, conditions, and specifications set forth in this 

Agreement and in Exhibit A. 

3. Payments 

In consideration of the services provided by Contractor in accordance with all terms, conditions, and 

specifications set forth in this Agreement and in Exhibit A, County shall make payment to Contractor 

based on the rates and in the manner specified in Exhibit B.  In no event shall County’s total fiscal 

obligation under this Agreement exceed SEVEN HUNDRED FORTY-FIVE THOUSAND, DOLLARS 

($745,000).  In the event that the County makes any advance payments, Contractor agrees to refund any 

amounts in excess of the amount owed by the County at the time of contract termination or expiration. 

4. Term 

Subject to compliance with all terms and conditions, the term of this Agreement shall be from February 1, 

2016, through December 31, 2021. 
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Q Continuum System 

End User License and Maintenance Agreement 
 

 
This End User Software License and Maintenance Agreement (“Agreement”), is made by and between the 
County of San Mateo Aging and Adult Services (hereinafter "LICENSEE"), with its principal place of business 
located at 225 37

th
 Avenue, San Mateo, California, 94403 and AssureCare, LLC (hereinafter "LICENSOR"), 

with its principal place of business located at 250 West Court Street, Cincinnati, Ohio 45202. 
 
BACKGROUND: 
 

WHEREAS, LICENSEE previously licensed the Licensed Software from Charles H. Mack & 

Associates, Inc., d/b/a C.H .Mack, Inc. ("CH Mack") and such Licensed Software was acquired by 
LICENSOR; and 
 
WHEREAS LICENSEE wishes to enter into a new contract relationship with the LICENSOR; 

  
WHEREAS, LICENSOR hereby grants certain licenses to LICENSEE for use of its software products 
including documentation, training materials, marketing materials and product support related thereto; 
under the terms and conditions contained in this Agreement.  

 
NOW THEREFORE, the LICENSEE agrees as follows: 
 
1.0 Definitions.  The following terms are incorporated herein by reference: 
 

1.1 “Affiliate” shall mean any entity directly or indirectly, through one or more intermediaries, controls, is 

controlled by, or is under common control with, such entity.  
 
1.2 “Documentation” means any written manuals and other materials published by LICENSOR 

and made generally available in hard copy or electronic form by LICENSOR regarding the Q 
Continuum System. 
 

1.3 “Licensed Software” means the specific software applications developed by LICENSOR called 
the Q Continuum System together with any Updates and Enhancements thereto.  
 

1.4 “LICENSOR Technology” means the Licensed Software, Services, Training, Support, 
Documentation, Marketing Materials, Training Materials, Updates, and Enhancements provided 
by LICENSOR to LICENSEE under this Agreement. 
 

1.5 “Named User License” shall mean a license for use of the Software by specific individuals up 
to a maximum number of Named User Licenses (License User Max).  The Software may be 
moved to another Named User at any time and at no additional charge as long as it is no longer 
used by the previous Named User.  Additional Named user Licenses may be procured at the 
rates described herein. 
 

1.6 "Term” means the period commencing on the Effective Date and continuing for the Initial Term 
and any Renewal Term, unless earlier terminated as provided below. 
 
   

1.7 "Update” means a modification of any of the Licensed Software, in object code format, that is 
generally released by LICENSOR, including corrections to existing functionality so that the 
Licensed Software materially conforms to the Documentation.  Updates will include all bug 
fixes, patches, and maintenance releases.  Updates do not include any release, option, future 
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product, or any upgrade in features, functionality or performance of the existing Licensed 
Software which LICENSOR licenses separately or offers for an additional fee. 
 

1.8 "Enhancement” means a modification of any of the Licensed Software, in object code format, 
that is generally released by LICENSOR, and any release, option, future product, or upgrade in 
features, functionality or performance of the Licensed Software, which LICENSOR may license 
separately for an additional fee.  Major Enhancements which significantly alter the functionality 
of the Licensed Software may be performed at the request of the LICENSEE under a separate 
Statement of Work (SOW) for an additional fee.  Upon acceptance, these Enhancements are 
incorporated into the Licensed Software per the terms and conditions of this Agreement.  

 
 

2.0 Grant of Rights.  
 

2.1 License Grant.  In consideration of the payment of fees specified in the Fee Schedule (Exhibit 
A), LICENSOR hereby grants to LICENSEE a non-exclusive, non-transferable, world-wide 
license, to use LICENSOR Technology in machine-readable form (object code) and all related 
Documentation, subject to the terms and conditions of this Agreement.  The prohibitions 
included, but not limited to, this Section 2 are conditions of any license granted in this 
Agreement. 
 

2.2 License Restrictions.  LICENSEE acknowledges that, except as stated in this Agreement, 
LICENSEE is not granted any right or title to the LICENSOR Technology or any intellectual 
property rights therein.  LICENSEE may not use, reproduce, demonstrate, distribute or sell the 
LICENSOR Technology in any manner or for any purpose except as specifically permitted 
under this Agreement. 
 

2.3 LICENSEE agrees that the Licensed Software, and its structure, organization, and source code, 
and the Documentation are the exclusive property of LICENSOR.  LICENSOR remains the sole 
owner of, and LICENSEE hereby assigns, all right, title, and interest in and to, any and all 
patent, copyright, trade secret or other proprietary or intellectual property rights now existing or 
hereafter coming into existence related to the Licensed Software and Documentation. No rights 
thereto are granted, whether by implied license or otherwise, to LICENSEE, except as 
specifically provided in this Agreement.  All rights in and to the Licensed Software and 
LICENSOR Technology not provided herein are reserved by LICENSOR.   
 

2.4 LICENSEE may not remove any of LICENSOR’s trade names, trademarks, copyright notices or 
any other LICENSOR identifiers or proprietary notices appearing on splash screens, 
Documentation or any other material provided by LICENSOR.  Each copy of the LICENSOR 
Technology or Documentation reproduced by, or on behalf of LICENSEE, will contain the 
proprietary notices placed by LICENSOR on the media or within the code of the Licensed 
Software or on the Documentation, Training Materials, or Marketing Materials. 
 

2.5 LICENSEE agrees not to (i) make copies of the Licensed Software (except for reasonable 
backup purposes); (ii) modify, adapt, alter, translate, or create derivative works from the 
Licensed Software; (iii) merge the Licensed Software with other software except as otherwise 
authorized or permitted herein; (iv) distribute, sublicense, provide, permit access to, lease, rent, 
loan, or otherwise transfer the Licensed Software to any third party except as expressly 
authorized herein; or (v) reverse engineer, decompile, disassemble, reduce to a human 
perceivable form, or otherwise attempt to derive the source code for the Software. 
 

2.6 LICENSEE may not use, copy, rent, lease, sell, modify, decompile, disassemble, otherwise 
reverse engineer or transfer the Licensed Software except as provided in this Agreement.  Any 
unauthorized use may result in immediate termination of this Agreement at the sole discretion 
of LICENSOR. 
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2.7 During the Term of this License Agreement, upon LICENSOR’s written request (but no more 

than once, annually), LICENSEE shall certify in writing that its use of the Software (and any 
other use that LICENSEE has authorized or permitted) is in full compliance with the terms and 
conditions of this License Agreement and/or any subsequent schedules or incorporated 
documents (including any use, user and quantity limitations). 

 
 
3.0 Support and Training 
 

3.1 Product Support.  LICENSOR will provide Maintenance Support to LICENSEE for Updates to 
the Licensed Software as set forth in Exhibit A.  In addition, LICENSOR will provide 
Development Support to LICENSEE for Enhancements to the Licensed Software subject to 
payment of the Development Support Fees as will be indicated in a separate Statement of 
Work. 
 

3.2 Training.  LICENSOR will provide LICENSEE with technical training with respect to the 
Licensed Software, in accordance with Exhibit A. 
 

 
4.0 LICENSOR Rights and Obligations 
 

4.1 Marketing.  LICENSOR may market, advertise and otherwise promote the Licensed Software, 
as it deems appropriate at its sole discretion.  LICENSOR may include reference to 
LICENSEE's use of the Licensed Software in its general marketing and promotional material 
and issue a press release acknowledging the existence of this Agreement of which specific 
terms shall remain confidential.  

 
4.2 Compliance With Laws.  LICENSOR will comply with all applicable laws and regulations in its 

use, marketing, distribution, and support of the Licensed Software. 
 

 
5.0 Warranty 
 

5.1 Training and Services Warranty.  LICENSOR warrants that any training and ancillary services 
(such as customer support) contracted to be performed by LICENSOR pursuant to this 
Agreement will be performed in a professional manner consistent with generally accepted 
industry standards.  If LICENSEE wishes to obtain additional consulting services or professional 
services from LICENSOR, a separate Statement of Work will be agreed to by the parties. 
 

5.2 Anti-Virus Warranty.  LICENSOR represents and warrants that the media containing the 
Licensed Software, any download, Update, or Enhancement will not contain any virus, worm or 
other code or routines designed to disable, damage, impair, or erase the Licensed Software, 
other software or data or the system upon which the Licensed Software, Update or 
Enhancement is installed.   
 

5.3 Warranty Disclaimers.  This licensed software is provided on an “as is” basis.  Except as set 
forth above, LICENSOR does not warrant that the licensed Software will meet LICENSEE’s 
requirements or that the Licensed Software will operate in the combinations which LICENSEE 
may select for use.  LICENSEE acknowledges that it is not entitled to any warranties from any 
third party LICENSOR. LICENSEE also acknowledges that they have paid the published 
commercial license fees charged for use of products provided herein.  Neither LICENSOR nor 
anyone else who has been involved in the creation, production, or delivery of this Licensed 
Software shall be liable for any indirect, consequential, or incidental damages arising out of the 
use or inability to use the Licensed Software.  The warranties above are exclusive and in lieu of 
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all other warranties, whether expressed, implied, or statutory, including without limitation the 
implied warranties of merchantability and fitness for a particular purpose.  

 

 

 

Maintenance and Support  

Maintenance Support: 
 
LICENSOR will provide support for its products through its customer/product support group.  There are three 
components to the support that is provided under the terms of this agreement.   
 

1. LICENSOR will provide a first level Product Support desk to respond directly to any questions or 
requests. 

2. LICENSOR will manage the resolution of any defects in the product and issue Product Patches to 
LICENSEE as necessary. 

3. LICENSOR will provide Product Upgrades that may be issued from time to time as part of 
LICENSOR’s continuing efforts to improve the licensed products. 

 
1. PRODUCT SUPPORT 

 
LICENSOR shall provide reasonable telephone and e-mail support to LICENSEE’s personnel to assist them 
in utilizing the  Q Continuum System (Q) software during the hours of 8:00 a.m. to 8:00 p.m. prevailing USA 
Eastern Time on weekdays (exclusive of holidays).   
 
Product Support shall be defined as same day (within eight business hours) response to any request for 
support either by telephone or e-mail.  Included in response will be a solution to the issue or 
acknowledgement of the issue if no immediate solution is possible, and a time/date estimate given for when 
the incident can be resolved.  Product Support will then manage the process of getting final resolution back 
to the LICENSEE.   
 
LICENSOR’s product support function will be staffed by resources knowledgeable in the LICENSOR’s 
products and technologies.  The product support organization will receive LICENSEE’s input, categorize and 
log incidents, track the resolution of incidents using an automated incident tracking system, and will 
communicate incident status back to the LICENSEE based on the schedule dictated by the incident priority. 
  
2. ESCROW 

 
Promptly after the execution of this Agreement and no later than thirty (30) days after the Effective Date, 
LICENSOR shall enter into a customary source code escrow agreement (the “Code Escrow Facility 
Agreement”) with a reputable independent escrow agent and deposit a copy of the application source code 
(and related technical components and documentation) with such escrow agent (the “Code Escrow 
Facility”).   LICENSEE shall be designated as a beneficiary under the Code Escrow Facility Agreement.  The 
Code Escrow Facility Agreement shall be based on customary and reasonable terms and at a minimum 
provide the following: 

a) The Code Escrow Facility will be released to LICENSEE or its designees in the event of a 
bankruptcy or a cessation of business.  A change of control shall not constitute a cessation of 
business as long as the successor entity continues to fulfill this Agreement in accordance with its 
terms). 

b) LICENSEE shall have access to the Code Escrow Facility solely in support of a Project from the 
Escrow Release Date until eighteen (18) months thereafter, unless such information is covered by 
the LICENSEE Licenses. 

c) LICENSOR shall update the Code Escrow Facility for major version updates, as promptly as 
practical but in no later than thirty (30) business days. Licensor shall update the Code Escrow 
Facility for major version updates as promptly as practical but in no later than thirty days (30) days.   
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d) Each party will retain their respective rights and title to the information in the Code Escrow Facility 
and any third party gaining access to use the Code Escrow Facility will enter into a confidentiality 
agreement and the terms of which shall, at a minimum, be as protective of intellectual property rights 
and Confidential Information as the terms set forth in this Agreement. 

e) The third party gaining access to the Code Escrow Facility shall do so only to use such information 
for purposes of the Project; however, if LICENSOR is unable to support such Code Escrow Facility 
for LICENSEE, nothing herein shall preclude said LICENSEE from utilizing third party support within 
the purposes of the Project to support the Code Escrow Facility. 

f) Notwithstanding the foregoing, the deposit or release of information into the Code Escrow Facility 
shall not impact the Intellectual Property Rights associated with such information. 

 
3. PRODUCT PATCHES 
 
LICENSEE will be entitled to product patches as is necessary to maintain the integrity of the product.  
Incidents reported through the Product Support process that are defects in the LICENSOR’s product will be 
addressed in the Product Patch process.  Product Patches are new versions of the LICENSEE’s product that 
will be issued to resolve these defects.  The LICENSOR shall use its best efforts to achieve the following 
defect resolution response times based on the severity of the defect.  Actual response times may vary 
according to the degree of difficulty of the defect.   
 
Defects are defined as anything in the product that does not function as intended or designed.  Defects will 
be categorized and priorities will be assigned by the LICENSOR using the following guidelines: 
 
 

Priority Incident Description Target Response 

Severity 1 –  
Critical 
Impact 

The product is not usable; no workaround is 
identified at time error is reported.   

Update, correction, correction plan, or work 
around within four (4) hours; if correction 
requires a software modification and has no 
workaround and the software modification 
cannot be delivered in four hours, LICENSOR 
will provide an estimated time when the code fix 
will be deployed and will update LICENSEE no 
less frequently than every four hours until 
software modification is deployed. 

Severity 2 –  
Major  
Impact 

Function or service is not available; a 
workaround is identified at time error is reported. 

Update, correction, correction plan, or 
workaround within eight (8) hours; if correction 
requires a software modification and has no 
workaround, LICENSOR will provide an 
estimated time when the software modification 

will be deployed. 

Severity 2 –  
Minor  
Impact 

The product or function is not seriously affected; 
a workaround is identified. 

The product or function is not seriously affected; 
a workaround is identified.  Response and 
update within sixteen (16) hours.  If correction 
requires a software modification, the software 
modification will be included in LICENSOR’s 
next scheduled maintenance release of the 

Licensed Software. 

 
 
 
 
4. CUSTOMER ENHANCEMENTS 
 
Customer-Requested Enhancements – These are enhancements to the Q system specifically for the 
LICENSEE. The modification will conform to the LICENSEE’s specific requirements as defined in a 
Statement of work (SOW).  The effort to complete the modification will be funded by the LICENSEE an 
hourly rate not to exceed $250.00.   
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Type Priority “Enhancement” Incident Description Target Response 

Customer-
Requested 
Enhancement 

High, Medium, 
or Low  

Customer-requested enhancements can be 
submitted through the LICENSOR’s Product 
Support group.  They will document and prioritize 
the request in the incident tracking tool.  
Enhancements can be prioritized by the 
customer to indicate the relative level of 
importance the enhancement is to the customer.   

Based on a release 
schedule mutually 
agreed to between 
the LICENSEE and 
LICENSOR.  
  

 
 
5. NEW PRODUCT VERSIONS 

 
LICENSOR will issue new Releases as agreed to with LICENSEE, including Upgrades and Patches of the 
Licensed Programs to its LICENSEEs.  Whenever LICENSEE is issued a new build, the build will include all 
enhancements and bug fixes that have been made to the product up to that point in time.   
 
LICENSOR is responsible for issuing a complete, accurate, and functional version of Q.  Along with each 
version, LICENSEE will receive a document that specifies the changes that have made to the system since 
the LICENSOR’s current production version (Release Notes) was released.  These Release Notes will also 
identify any process changes and installation directions specific to this version that deviate from the standard 
Q installation instructions.  LICENSOR will provide product support, but does not provide technical support of 
the hardware or database server or SQL Server database.   
 
If LICENSEE encounters any errors or problems concerning Q, the LICENSEE should contact LICENSOR 
immediately.  Any questions or defects will be addressed based on the priorities listed above.  If the problem 
is a result of a failure in the product, the instructions provided, or the process defined by the LICENSOR, the 
error will be addressed at no charge to the LICENSEE.   If the issue proves to be unrelated to the Q product 
or is directly due to a failure of the LICENSEE to fulfill its responsibilities according to instructions provided 
by LICENSOR, LICENSEE will pay for services rendered to investigate and/or correct the problem at the 
LICENSOR’s going rate for professional services.   
 
LICENSOR shall correct, based on timeframes listed above, any material reproducible error or malfunction 
incident in the System.  If LICENSOR, in its discretion, requests written verification of an error or malfunction 
incident from LICENSEE, LICENSEE shall provide such verification as soon as reasonably possible, by e-
mail, fax, or overnight mail, setting forth in detail the situations in which the System fails to perform.  An error 
or malfunction shall be “material” if it represents a nonconformity with LICENSOR’s current published 
specifications for the System and LICENSEE, in its discretion, determines (and notifies LICENSOR) that 
such error or malfunction interferes with its use of the System.  
 
Development Support: 

 

From time to time LICENSEE may request additional enhancements that are not included in the current 

public release version of the Licensed Software.  LICENSOR will use its best efforts to include such 

enhancements under a separate Statement of Work to be developed and agreed between the parties.   

 

 

 

Support Fees: 

 

Maintenance Support Fees 

 
Customer shall pay an annual maintenance fee to LICENSOR for the telephone support and 
software updates at the prices shown in Exhibit A. 
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In the event LICENSOR provides any services beyond telephone support services, LICENSEE shall 
pay for such services on a time-and-materials basis at a price not to exceed $250.00/Hr. based on 
the type of services required. Services shall be defined and agreed to in a separate Statement of 
Work (SOW) prior to the start of billable work.  All services provided under this agreement must be 
funded by a LICENSOR Purchase Order authorizing the work.  
 
LICENSEE shall be responsible for any out of pocket costs incurred by LICENSOR and agreed upon 
by LICENSEE if provided outside LICENSOR home offices. Airfare will be billed according to actual 
rates; however, LICENSOR will fly coach class. Lodging will be billed according to actual rates; 
however, LICENSOR agrees to book economy rate lodging if available. Car rental will be billed 
according to actual rates; however, LICENSOR agrees to rent economy car if available. Meals and 
incidental expenses will be billed according to GSA per diem rates current at the time of accrual.  
 

 

Development Support Fees   

 

A separate Statement of Work will be provided for each development request that outlines the 

deliverables, schedule, and cost.   
 

An estimate of the data conversion effort will be provided after the source data content is received 

from the LICENSEE. 
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Attachment H 
Health Insurance Portability and Accountability Act (HIPAA) 

Business Associate Requirements 
 

 
DEFINITIONS 
 
Terms used, but not otherwise defined, in this Schedule shall have the same meaning as those 
terms are defined in 45 Code of Federal Regulations (CFR) sections 160.103, 164.304, and 
164.501.  All regulatory references in this Schedule are to Title 45 of the Code of Federal 
Regulations unless otherwise specified. 
 

a. Business Associate. “Business Associate" shall generally have the same meaning as the 
term "business associate" at 45 CFR 160.103, and in reference to the parties to this 
agreement shall mean Contractor. 

b. Covered Entity. "Covered entity" shall generally have the same meaning as the term 
“covered entity” at 45 CFR 160.103, and in reference to the party to this agreement 
shall mean County. 

c. HIPAA Rules. "HIPAA rules" shall mean the Privacy, Security, Breach Notification and 
Enforcement Rules at 45 CFR part 160 and part 164, as amended and supplemented by 
Subtitle D of the Health Information Technology for Economic and Clinical Health Act 
provisions of the American Recovery and Reinvestment Act of 2009. 

d. Designated Record Set.  "Designated Record Set" shall have the same meaning as the 
term "designated record set" in Section 164.501. 

e. Electronic Protected Health Information.  "Electronic Protected Health Information" 
(EPHI) means individually identifiable health information that is transmitted or 
maintained in electronic media; it is limited to the information created, received, 
maintained or transmitted by Business Associate from or on behalf of Covered Entity. 

f. Individual.  "Individual" shall have the same meaning as the term "individual" in Section 
164.501 and shall include a person who qualifies as a personal representative in 
accordance with Section 164.502(g). 

g. Privacy Rule.  "Privacy Rule" shall mean the Standards for Privacy of Individually 
Identifiable Health Information at 45 CFR Part 160 and Part 164, Subparts A and E. 

h. Protected Health Information.  "Protected Health Information" (PHI) shall have the 
same meaning as the term "protected health information" in Section 160.103 and is 
limited to the information created or received by Business Associate from or on behalf 
of County. 

i. Required By Law.  "Required by law" shall have the same meaning as the term "required 
by law" in Section 164.103. 

j. Secretary.  "Secretary" shall mean the Secretary of the United States Department of 
Health and Human Services or his or her designee. 

k. Breach. The acquisition, access, use, or disclosure of PHI in violation of the Privacy Rule 
that compromises the security or privacy of the PHI and subject to the exclusions set 
forth in Section 164.402. Unless an exception applies, an impermissible use or disclosure 
of PHI is presumed to be a breach, unless it can be demonstrated there is a low 
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probability that the PHI has been compromised based upon, at minimum, a four-part 
risk assessment: 

  1.      Nature and extent of PHI included, identifiers and likelihood of re-identification; 
   2.      Identity of the unauthorized person or to whom impermissible disclosure was made; 
   3.      Whether PHI was actually viewed or only the opportunity to do so existed; 
   4.    The extent to which the risk has been mitigated. 

l. Security Rule.  "Security Rule" shall mean the Security Standards for the Protection of 
Electronic Protected Health Information at 45 CFR Part 160 and Part 164, Subparts A and 
C. 

m. Unsecured PHI. “Unsecured PHI” is protected health information that is not rendered 
unusable, unreadable, or indecipherable to unauthorized individuals through the use of 
a technology or methodology specified by the Secretary in relevant HHS guidance. 

n. Security Incident.   "Security Incident" shall mean the attempted or successful 
unauthorized access, use, disclosure, modification, or destruction of information or 
interference with systems operations in an information system. “Security Incident” 
includes all incidents that constitute breaches of unsecured protected health 
information. 

 
OBLIGATIONS AND ACTIVITIES OF CONTRACTOR AS BUSINESS ASSOCIATE  
 

a. Business Associate agrees to not use or further disclose Protected Health Information 
other than as permitted or required by the Agreement or as required by law. 

b. Business Associate agrees to use appropriate safeguards to comply with Subpart C of 
45 CFR part 164 with respect to EPHI and PHI, and to prevent the use or disclosure of 
the Protected Health Information other than as provided for by this Agreement. 

c. Business Associate agrees to make uses and disclosures requests for Protected Health 
Information consistent with minimum necessary policy and procedures. 

d. Business Associate may not use or disclose protected health information in a manner 
that would violate subpart E of 45 CFR part 164.504 if used or disclosed by Covered 
Entity. 

e. Business Associate agrees to mitigate, to the extent practicable, any harmful effect 
that is known to Business Associate of a use or disclosure of Protected Health 
Information by Business Associate in violation of the requirements of this Agreement. 

f. Business Associate agrees to report to County any use or disclosure of Protected 
Health Information not authorized by this Agreement. 

g. Business Associate agrees to ensure that any agent, including a subcontractor, to 
whom it provides Protected Health Information received from, or created or received 
by Business Associate on behalf of County, agrees to adhere to the same restrictions 
and conditions that apply through this Agreement to Business Associate with respect 
to such information. 

h. If Business Associate has Protected Health Information in a Designated Record Set,  
Business Associate agrees to provide access, at the request of County, and in the time 
and manner designated by County, to Protected Health Information in a Designated 
Record Set, to County or, as directed by County, to an Individual in order to meet the 
requirements under Section 164.524. 
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i. If Business Associate has Protected Health Information in a Designated Record Set, 
Business Associate agrees to make any amendment(s) to Protected Health 
Information in a Designated Record Set that the County directs or agrees to make 
pursuant to Section 164.526 at the request of County or an Individual, and in the time 
and manner designed by County. 

j. Business Associate agrees to make internal practices, books, and records relating to 
the use and disclosure of Protected Health Information received from, or created or 
received by Business Associate on behalf of County, available to the County at the 
request of County or the Secretary, in a time and manner designated by the County 
or the Secretary, for purposes of the Secretary determining County's compliance with 
the Privacy Rule. 

k. Business Associate agrees to document such disclosures of Protected Health 
Information and information related to such disclosures as would be required for 
County to respond to a request by an Individual for an accounting of disclosures of 
Protected Health Information in accordance with Section 164.528. 

l. Business Associate agrees to provide to County or an Individual in the time and 
manner designated by County, information collected in accordance with Section (k) 
of this Schedule, in order to permit County to respond to a request by an Individual 
for an accounting of disclosures of Protected Health Information in accordance with 
Section 164.528. 

m. Business Associate shall implement administrative, physical, and technical safeguards 
that reasonably and appropriately protect the confidentiality, integrity, and 
availability of EPHI that Business Associate creates, receives, maintains, or transmits 
on behalf of County. 

n. Business Associate shall conform to generally accepted system security principles and 
the requirements of the final HIPAA rule pertaining to the security of health 
information. 

o. Business Associate shall ensure that any agent to whom it provides EPHI, including a 
subcontractor, agrees to implement reasonable and appropriate safeguards to 
protect such EPHI.   

p. Business Associate shall report to County any Security Incident within three (3) 
business days of becoming aware of such incident. Business Associate shall also 
facilitate breach notification(s) to the appropriate governing body (i.e. HHS, OCR, 
etc.) as required by law.  As appropriate and after consulting with County, Business 
Associate shall also notify affected individuals and the media of a qualifying breach. 

q. Business Associate understands that it is directly liable under the HIPAA rules and 
subject to civil and, in some cases, criminal penalties for making uses and disclosures 
of Protected Health Information that are not authorized by this Attachment, the 
underlying contract as or required by law. 

 
PERMITTED USES AND DISCLOSURES BY CONTRACTOR AS BUSINESS ASSOCIATE 
 
Except as otherwise limited in this Schedule, Business Associate may use or disclose Protected 
Health Information to perform functions, activities, or services for, or on behalf of, County as 
specified in the Agreement; provided that such use or disclosure would not violate the Privacy 
Rule if done by County. 
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OBLIGATIONS OF COUNTY 
 

a. County shall provide Business Associate with the notice of privacy practices that County 
produces in accordance with Section 164.520, as well as any changes to such notice. 

b. County shall provide Business Associate with any changes in, or revocation of, 
permission by Individual to use or disclose Protected Health Information, if such 
changes affect Business Associate's permitted or required uses and disclosures. 

c. County shall notify Business Associate of any restriction to the use or disclosure of 
Protected Health Information that County has agreed to in accordance with Section 
164.522. 
 

PERMISSIBLE REQUESTS BY COUNTY 
 
County shall not request Business Associate to use or disclose Protected Health Information in 
any manner that would not be permissible under the Privacy Rule if so requested by County, 
unless the Business Associate will use or disclose Protected Health Information for, and if the 
Agreement provides for, data aggregation or management and administrative activities of 
Business Associate. 
 
DUTIES UPON TERMINATION OF AGREEMENT 
 

a. Upon termination of the Agreement, for any reason, Business Associate shall return or 
destroy all Protected Health Information received from County, or created, maintained, 
or received by Business Associate on behalf of County, that Business Associate still 
maintains in any form.  This provision shall apply to Protected Health Information that is 
in the possession of subcontractors or agents of Business Associate.  Business Associate 
shall retain no copies of the Protected Health Information. 

b. In the event that Business Associate determines that returning or destroying Protected 
Health Information is infeasible, Business Associate shall provide to County notification 
of the conditions that make return or destruction infeasible.  Upon mutual agreement of 
the Parties that return or destruction of Protected Health Information is infeasible, 
Business Associate shall extend the protections of the Agreement to such Protected 
Health Information and limit further uses and disclosures of such Protected Health 
Information to those purposes that make the return or destruction infeasible, for so 
long as Business Associate maintains such Protection Health Information. 

 
MISCELLANEOUS 
 

a. Regulatory References.  A reference in this Schedule to a section in the HIPAA Privacy 
Rule means the section as in effect or as amended, and for which compliance is 
required. 

b. Amendment.  The Parties agree to take such action as is necessary to amend this 
Schedule from time to time as is necessary for County to comply with the requirements 
of the Privacy Rule and the Health Insurance Portability and Accountability Act, Public 
Law 104-191. 
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c.  Survival.  The respective rights and obligations of Business Associate under this 
Schedule shall survive the termination of the Agreement. 

d. Interpretation.  Any ambiguity in this Schedule shall be resolved in favor of a meaning 
that permits County to comply with the Privacy Rule. 

e. Reservation of Right to Monitor Activities.  County reserves the right to monitor the 
security policies and procedures of Business Associate. 
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