Agreement No.

AGREEMENT BETWEEN THE COUNTY OF SAN MATEO AND DIGITAL
DEPLOYMENT, INC.

This Agreement is entered into this 10th day of January, 2017, by and between the County of San Mateo,
a political subdivision of the state of California, hereinafter called “County,” and Digital Deployment Inc.,
hereinafter called “Contractor.”

* * *

Whereas, pursuant to Section 31000 of the California Government Code, County may contract with
independent contractors for the furnishing of such services to or for County or any Department thereof;
and

Whereas, it is necessary and desirable that Contractor be retained for the purpose of the re-design,
development, deployment, and migration of content from www.smcare.org and www.shapethefuture.org
to a new single consclidated website,

Now, therefore, it is agreed by the parties to this Agreement as follows:
1. Exhibits and Attachments

The following exhibits and attachments are attached to this Agreement and incorporated into this
Agreement by this reference:

Exhibit A—Services
Exhibit B—Payments and Rates
Attachment IP - Intellectual Property

2, Services to be performed by Contractor

in consideration of the payments set forth in this Agreement and in Exhibit B, Contractor shall perform
services for County in accordance with the terms, conditions, and specifications set forth in this
Agreement and in Exhibit A.

3. Payments

In consideration of the services provided by Contractor in accordance with all terms, conditions, and
specifications set forth in this Agreement and in Exhibit A, County shall make payment to Contractor
based cn the rates and in the manner specified in Exhibit B. County reserves the right to withhold
payment if County determines that the quantity or quality of the work performed is unacceptable. In no
event shall County's total fiscal obligation under this Agreement exceed Cne hundred sixty-two thousand
dollars ($162.000). In the event that the County makes any advance payments, Contractor agrees to
refund any amounts in excess of the amount owed by the County at the time of contract termination or
expiration. Contractor is not entitled to payment for work not performed as required by this agreement.

4. Term

Subject to compliance with all terms and conditions, the term of this Agreement shall be from January 10,
2017, through January 10, 2018.

5. Termination
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This Agreement may be terminated by Contractor or County of San Matoe by at any time without a
requirement of good cause upon thirty (30) days’ advance written notice to the other party. Subject to
availability of funding, Contractor shall be entitied to receive payment for work/services provided pricr to
termination of the Agreement. Such payment shall be that prorated portion of the full payment
determined by comparing the work/services actually completed to the work/services required by the
Agreement.

County may terminate this Agreement or a portion of the services referenced in the Attachments and
Exhibits based upon the unavailability of Federal, State, or County funds by providing written notice to
Contractor as soon as is reasonably possible after County learns of said unavailability of outside funding.

County may terminate this Agreement for cause. In order to terminate for cause, County must first give
Contractor notice of the alleged breach. Contractor shall have five business days after receipt of such
notice to respond and a total of ten calendar days after receipt of such notice to cure the alleged breach.
[f Contractor fails to cure the breach within this period, County may immediately terminate this Agreement
without further action. The opticn available in this paragraph is separate from the ability to terminate
without cause with appropriate notice described above. In the event that County provides notice of an
alleged breach pursuant to this section, County may, in extreme circumstances, immediately suspend
performance of services and payment under this Agreement pending the resolution of the process
described in this paragraph. County has sole discretion to determine what constitutes an extreme
circumstance for purposes of this paragraph, and County shall use reasonable judgment in making that
determination.

8. Contract Materials

At the end of this Agreement, or in the event of termination, all finished or unfinished decuments, data,
studies, maps, photographs, reports, and other written materials (collectively referred to as “contract
materials®) prepared by Contractor under this Agreement shall become the property of County and shall
be promptly delivered te County. Upon termination, Contractor may make and retain a copy of such
contract materials if permitted by law.

7. Relationship of Parties

Contractor agrees and understands that the work/services performed under this Agreement are
performed as an independent contractor and not as an employee of County and that neither Contractor
nor its employees acquire any of the rights, privileges, powers, or advantages of County employees.

8. Hold Harmless
a. General Hold Harmless

Contractor shall indemnify and save harmless County and its officers, agents, employees, and servants
from all claims, suits, or actions of every name, kind, and description resulting from this Agreement, the
performance of any work or services required of Contractor under this Agreement, or payments made
pursuant to this Agreement brought for, or on account of, any of the following:

{A) injuries to or death of any person, including Contractor or its employees/officers/agents;
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(B) damage to any property of any kind whatsoever and to whomsoever belonging;

(C) any sanctions, penalties, or claims of damages resulting from Contractor’s failure to comply, if
applicable, with the requirements set forth in the Health Insurance Portability and Accountability
Act of 1996 (HIPAA) and all Federal regulations promulgated thereunder, as amended; or

(D) any other loss or cost, including but not limited to that caused by the concurrent active or
passive negligence of County and/or its officers, agents, employees, or servants. However,
Contractor’s duty to indemnify and save harmless under this Section shall not apply to injuries or
damage for which County has been found in a court of competent jurisdiction to be sclely liable
by reason of its own negligence or willful misconduct.

The duty of Contractor to indemnify and save harmless as set forth by this Section shall include the duty
to defend as set forth in Section 2778 of the California Civil Code.

b. Intellectual Property Indemnification

Contractor hereby certifies that it owns, controls, and/or licenses and retains all right, title, and/or interest
In and to any intellectual property it uses in relation to this Agreement, including the design, look, feel,
features, source code, content, and/or other technolegy relating to any part of the services it provides
under this Agreement and including all related patents, inventions, trademarks, and copyrights, all
applications therefor, and all trade names, service marks, kncw how, and trade secrets (coliectively
referred to as “IP Rights") except as ctherwise noted by this Agreement.

Contractor warrants that the services it provides under this Agreement do not infringe, violate, trespass,
ol constitute the unauthorized use or misappropriation of any IP Rights of any third party. Contractor
shall defend, indemnify, and hold harmless County from and against all liabilities, costs, damages, losses,
and expenses (including reasonable attorney fees) arising out of or related to any claim by a third party
that the services provided under this Agreement infringe or violate any third-party's IP Rights provided
any such right is enforceable in the United States. Contractor's duty to defend, indemnify, and hold
harmless under this Section applies only provided that: (a) County notifies Contractor promptly in writing
of any notice of any such third-party claim; (b) County cooperates with Contractor, at Contractor's
expense, in all reasonable respects in connection with the investigation and defense of any such third-
party claim; (c) Contractor retains sole control of the defense of any action on any such claim and all
negotiations for its settlement or compromise (provided Contractor shall not have the right to ssttle any
criminal action, suit, or proceeding without County's prior written consent, not to be unreasonably
withheld, and provided further that any settlement permitted under this Section shall net impose any.
financial or other obligation on County, impair any right of County, or contain any stipulation, admission,
or acknowledgement of wrongdeoing on the part of County without County’s prior written consent, not to be
unreascnably withheld); and (d) should services under this Agreement become, or in Contractor’s opinion
be likely to become, the subject of such a claim, or in the event such a third party claim or threatened
claim causes County's reasonable use of the services under this Agreement to be seriously endangered
or disrupted, Contractor shall, at Contractor's option and expense, either: (i) procure for County the right
to continue using the services without infringement or (i) replace or modify the services so that they
become non-infringing but remain functionally equivalent.

Notwithstanding anything in this Section to the contrary, Contractor will have ne obligation or liability to
County under this Section to the extent any ctherwise covered claim is based upon: (a} any aspects of
the services under this Agreement which have been modified by or for County {other than moedification
performed by, or at the direction of, Contractor) in such a way as to cause the alleged infringement at
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issue; and/or (b) any aspects of the services under this Agreement which have been used by County in a
manner prohibited by this Agreement.

The duty of Contractor to indemnify and save harmless as set forth by this Section shall include the duty
to defend as set forth in Section 2778 of the California Civil Code.

9. Assignability and Subcontracting

Contractor shall not assign this Agreement or any portion of it to a third party or subcontract with a third
party to provide services required by Contractor under this Agreament without the prior written consent of
County. Any such assignment or subcontract without County’s prior written consent shall give County the
right to automatically and immediately terminate this Agreement without penalty or advance notice.

10. Insurance

a. General Reguirements

Contractor shall not commence work or be required to commence work under this Agreement unless and
until all insurance required under this Section has been obtained and such insurance has been approved
by County’s Risk Management, and Contractor shall use diligence to obtain such insurance and to obtain
such approval. Contractor shall furnish County with certificates of insurance evidencing the required
coverage, and there shall be a specific contractual liability endorsement extending Contractor's coverage
to include the contractual liability assumed by Contractor pursuant to this Agreement. These certificates
shall specify or be endorsed to provide that thirty (30) days’ notice must be given, in writing, to County of
any pending change in the limits of liability or of any cancellation or modification of the policy.

b. Workers’ Compensation and Employer's Liability Insurance

Contractor shall have in effect during the entire term of this Agreement workers’ compensation and
employer’s liability insurance providing full statutory coverage. In signing this Agreement, Contractor
certifies, as required by Section 1861 of the California Labor Code, that (a) it is aware of the provisions of
Section 3700 of the California Labor Code, which require every employer to be insured against liability for
workers' compensation or to undertake self-insurance in accordance with the provisions of the Labor
Code, and (b) it will comply with such provisions before commencing the performance of work under this
Agreement.

¢. Liability Insurance

Contractor shall take out and maintain during the term of this Agreement such badily injury liability and
property damage liability insurance as shall protect Contractor and all of its employees/officers/agents
while performing work covered by this Agreement from any and all claims for damages for bodily injury,
including accidental death, as well as any and all claims for preperty damage which may arise from
Contractor's operations under this Agreement, whether such operations be by Contractor, any
subcontractor, anyone directly or indirectly employed by either of them, or an agent of either of them.
Such insurance shall be combined single limit bodily injury and property damage for each occurrence and
shall not be less thanthe amounts specified below:

(a) Comprehensive General Liability...  $1,000,000
{b) Professional Liability..... $1,000,000
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County and its officers, agents, employees, and servants shall be named as additional insured on any
such policies of insurance, which shall also contain a provision that (a) the insurance afforded thereby to
County and its officers, agents, employees, and servants shall be primary insurance to the full limits of
liability of the policy and (b) if the County or its officers, agents, employees, and servants have other
insurance against the loss covered by such a policy, such other insurance shall be excess insurance only.

In the event of the breach of any provision of this Section, or in the event any notice is received which
indicates any required insurance coverage will be diminished or canceled, County, at its option, may,

notwithstanding any other provision of this Agreement to the contrary, immediately declare a material
breach of this Agreement and suspend all further work and payment pursuant to this Agreement.

11. Compliance With Laws

Ali services to be perfarmed by Contractor pursuant to this Agreement shall be performed in accordance
with all applicable Federal, State, County, and municipal laws, ordinances, and regulations, including but
not limited to the Health Insurance Portability and Accountability Act of 1896 (HIPAA) and the Federal
Regulations promulgated thereunder, as amended (if applicable), the Business Associate requirements
set forth in Attachment H (if attached), the Americans with Disabilities Act of 1990, as amended, and
Section 504 of the Rehabilitation Act of 1973, which prohibits discrimination on the basis of disability in
pregrams and activities receiving any Federal or County financial assistance. Such services shall also be
performed in accordance with all applicable ordinances and regulations, including but net limited to
appropriate licensure, certification regulations, provisions pertaining to confidentiality of records, and
applicable quality assurance regulations. [n the event of a conflict between the terms of this Agreement
and any applicable State, Federal, County, or municipal law or regulation, the requirements of the
applicable law or regulation will take precedence over the requirements set forth in this Agreement.

Contractor will timely and accurately complete, sign, and submit all necessary documentation of
compliance.

12, Non-Discrimination and Other Requirements

a. General Non-discrimination

No person shall be denied any services provided pursuant to this Agreement (except as limited by the

scope of services) on the grounds of race, color, national origin, ancestry, age, disability (physical or

mental), sex, sexual orientation, gender identify, maritai or domestic partner status, religion, political

beliefs or affiliation, familial or parental status (including pregnancy), medical condition (cancer-related),
military service, or genetic information.

b. Eqgual Employment Opportunity

Contractor shall ensure equal employment opportunity based on cbjective standards of recruitment,
classification, selecticn, promotion, compensation, performance evaluation, and management relations
for all employees under this Agreement. Contractor's equal employment policies shall be made available
to County upon request.

¢c. Section 504 of the Rehabilitation Act of 1973
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Contractor shall comply with Section 504 of the Rehabilitation Act of 1973, as amended, which provides
that no otherwise qualified individual with a disability shall, solely by reason of a disability, be excluded
from the participation in, be denied the benefits of, or be subjected to discrimination in the performance of
any services this Agreement. This Section applies only to contractors who are providing services to
members of the public under this Agreement.

d. Compliance with County’'s Equal Benefits Ordinance

Contractor shall comply with all laws relating to the provision of benefits to its employees and their
spouses or domestic partners, including, but not limited to, such laws prohibiting discrimination in the
provision of such benefits on the basis that the spouse or domestic partner of the Contractor's employee
is of the same or opposite sex as the employee.

e. Discrimination Against Individuals with Disabilities

The nondiscrimination requirements of 41 C.F.R. 80-741.5(a) are incorporated into this Agreement as if
fully set forth here, and Contractor and any subcontractor shall abide by the requirements of 41 C.F.R.
60-741.5(a). This regulation prohibits discrimination against qualified individuals on the basis of disability
and requires affirmative action by covered prime contractors and subcontractors to employ and advance
in employment qualified individuals with disabilities.

f. History of Discrimination

Contractor certifies that no finding of discrimination has been issued in the past 365 days against
Contractor by the Equal Employment Opportunity Commission, the California Department of Fair
Employment and Housing, or any other investigative entity. If any finding(s) of discrimination have been
issued against Contractor within the past 365 days by the Equal Employment Opportunity Commission,
the California Department of Fair Employment and Housing, or other investigative entity, Contractor shall
provide County with a written explanation of the outcome(s) or remedy for the discrimination prior to
execution of this Agreement. Failure to comply with this Section shall constitute a material breach of this
Agreement and subjects the Agreement to immediate termination at the sole option of the County.

g. Reporting; Violation of Non-discrimination Provisions

Contractor shall report to the County Manager the filing in any court or with any administrative agency of
any complaint or allegation of discrimination on any of the bases prohibited by this Section of the
Agreement or the Section titled “Compliance with Laws”. Such duty shall include reporting of the filing of
any and all charges with the Equal Employment Opportunity Commission, the California Department of
Fair Employment and Housing, or any other entity charged with the investigation or adjudication of
allegations covered by this subsection within 30 days of such filing, provided that within such 30 days
such entity has not notified Contractor that such charges are dismissed or otherwise unfounded. Such
notification shall include a general description of the circumstances involved and a general description of
the kind of discrimination alleged (for example, gender-, sexual orientation-, religion-, or race-based
discrimination).

Violation of the non-discrimination provisions of this Agreement shall be considered a breach of this
Agreement and subject the Contractor to penalties, to be determined by the County Manager, including
but not limited to the following:

i. termination of this Agreement;
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i. disqualification of the Contractor from being considered for or being awarded a County contract
- for a period of up to 3 years;
iil. liquidated damages of $2,500 per violation; andfor
iv.  imposition of other appropriate contractual and civil remedies and sanctions, as determined by
the County Manager.

To effectuate the provisions of this Section, the County Manager shall have the authority to offset all or
any porticn of the amount described in this Section against amounts due to Contractor under this
Agreement or any other agreement between Contractor and County.

h. Compliance with Living Wage Ordinance

As required by Chapter 2.88 of the San Mateo County Ordinance Code, Contractor certifies all
contractor(s) and subcontractor(s) obligated under this contract shall fully comply with the provisicns of
the County of Sah Mateo Living Wage Ordinance, including, but not limited to, paying all Covered
Employees the current Living Wage and providing notice to all Covered Employees and Subcontractors
as required under the Ordinance.

13. Compliance with County Employee Jury Service Ordinance

Contractor shall comply with Chapter 2.85 of the County’s Ordinance Code, which states that Contractor
shall have and adhere to a written policy providing that its employees, to the extent they are full-time
employees and live in San Mateo County, shall receive from the Contractor, on an annual basis, no fewer
than five days of regular pay for jury service in San Mateo County, with jury pay being provided only for
each day of actual jury service. The policy may provide that such employees deposit any fees received
for such jury service with Contractor or that the Contractor may deduct from an employee's regular pay
the fees received for jury service in San Mateo County. By signing this Agreement, Contractor certifies
that it has and adheres to a policy consistent with Chapter 2.85. For purposes of this Section, if
Contractor has no employees in San Mateo County, if is sufficient for Contractor to provide the following
written statement to County: “For purposes of San Mateo County’s jury service ordinance, Contractor
certifies that it has no full-time employees who live in San Mateo County. To the extent that it hires any
such employees during the term of its Agreement with San Mateo County, Cantractor shall adopt a policy
that complies with Chapter 2.85 of the County's Ordinance Code.” The requirements of Chapter 2.85 do
not apply if this Agreement’s total value listed in the Section titled “Payments”, is less than one-hundred
thousand dollars ($100,000), but Contractor acknowledges that Chapter 2.85’s requirements will apply if

* this Agreement is amended such that its total value meets or exceeds that threshold amount.

14, Retention of Records; Right to Monitor and Audit

(a) Contractor shall maintain all required records relating to services provided under this Agreement for
three (3) years after County makes final payment and all other pending matters are closed, and
Contractor shall be subject to the examination and/or audit by County, a Federal grantor agency, and the
State of California.

(b) Contractor shall comply with all program and fiscal reporting requirements set forth by applicable
Federal, State, and local agencies and as required by County.

{c) Contractor agrees upon reasonable notice to provide to County, to any Federal or State department
having moenitoring or review authority, to County’s authorized representative, and/or to any of their
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respective audit agencies access to and the right to examine all records and documents necessary to
determine compliance with relevant Federal, State, and local statutes, rules, and regulations, to
determine compliance with this Agreement, and to evaluate the quality, appropriateness, and timeliness
of services performed.

15. Merger Clause; Amendments

This Agreement, including the Exhibits and Attachments aftached to this Agreement and incorporated by
reference, constitutes the sole Agreement of the parties to this Agreement and correctly states the rights,
duties, and obligations of each party as of this document’s date. In the event that any term, condition,
provision, requirement, or specification set forth in the body of this Agreement conflicts with or is
inconsistent with any term, condition, provision, requirement, or specification in any Exhibit and/or
Attachment to this Agreement, the provisions of the body of the Agreement shall prevail. Any pricr
agreement, promises, negotiations, or representations between the parties not expressly stated in this
document are not binding. All subsequent modifications or amendments shall be in writing and signed by
the parties.

16. Controlling Law; Venue

The validity of this Agreement and of its terms, the rights and duties of the parties under this Agreement,
the interpretation of this Agreement, the performance of this Agreement, and any other dispute of any
nature arising out of this Agreement shall be governed by the laws of the State of California without
regard to'its choice of law or conflict of law rules. Any dispute arising out of this Agreement shall be
venued either in the San Mateo County Superior Court or in the United States District Court for the
Northern District of California.

17. Notices

Any notice, request, demand, or other communication required or permitted under this Agreement shall
be deemed to be properly given when both: (1) transmitted via facsimile to the telephone number listed
below or transmitted via email to the email address listed below; and (2) sent to the physical address
listed below by either being deposited in the United States mail, postage prepaid, or deposited for
overnight delivery, charges prepaid, with an established overnight courier that provides a tracking number
showing confirmation of receipt.

In the case of County, to:

NamefTitle: Jim Irizzary, Assistant Assessor County of San Mateo

Address: 555 County Center Third Floor, Redwood City CA 94063
Telephone: 650-363-1808

Facsimile: 650-363-1903

Email; jirizzary@smcare.org

In the case of Contractor, to:

Name/Title: Mac Clemmens, CEO
Address: 2321 P Street, First Floor, Sacramento CA 958186
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Telephone: 916-238-1800 x102

Facsimile: [insert]
Email: mac@digitaldepolyment.com
18. Electronic Signature

Both County and Contractor wish to permit this Agreement and future documents relating to this
Agreement to be digitally signed in accordance with California law and County’s Electronic Signature
Administrative Memo. Any party to this Agreement may revoke such agreement to permit electronic
signatures at any time in relation to all future documents by providing notice pursuant to this Agreement.

* * *

In witness of and in agreement with this Agreement'’s terms, the parties, by their duly authorized
representatives, affix their respective signatures:

For Contractor: Digital Deployment Inc.

a7 // e Mo Ouneges

Con actor Sighature Contractor Name (please print)

COUNTY OF SAN MATEO
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By:

President, Board of Supervisors, San Mateo County

Date:

ATTEST:

By:

Clerk of Said Board
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Exhibit A

in consideration of the payments set forth in Schedule B, Contractor shall provide the following services:
Assessor-County Clerk-Recorder & Elections (ACRE) Website Re-Design and Implementation

The Contractor will provide the Following Services, with such services to be completed on or before
January 10, 2018: -

The re-design, development, deployment, and migration of the content from www.smcare.org and
www.shapethefuture.org to a new single consolidated website that supports the four divisions:
County Assessor, County Clerk, County Recorder and County Elections.

Items in Scope:

* Website Mock-Up and Design: Contractor shall design three production-quality digital mock-ups
of ACRE’s new website based on the preferences identified by ACRE during the Design phase.
The mock-ups shall provide a simulation of a finished home page and/or primary landing page
early in the Development process. The new website shall reflect the rebranding from CARE to
ACRE.

¢ Payment Gateway: The new website will enable the processing of specific payments through a
third-party payment gateway provider. However, it is imperative that credit card information is
not stored on the ACRE website.

« Responsive Web Design: Contractor shall ensure that the website allows optimum viewing,
reading, functionality and navigation across multiple devices including but not limited to
desktop, laptop computers, mobile devices, tablets and smartphanes.

s Content Management System (CMS) Framework: A Drupal solution that allows authorized users
to create and edit pages on ACRE’s website directly through their web browser with no special
software required. Other features include the automated activation/expiration of content and
workflow management for page content review and approval.

s Migration of Existing Content: Contractor shall migrate all content from ACRE’s current sites to
the new site. The organization, location and display of the migrated content shall be done in
consultation with ACRE.

* Video, Community Features and Social Media Integration: Provides the ACRE website
administrator with the ability to easily embed video into the new website from various
platferms including YouTube or hosted by ACRE. Embedded videos will comply with web
standards and work across multiple devices including but not limited to desktop, laptop
computers, mobile devices, tablets and smartphones. Includes devices that do not support
Adobe Flash. Live streaming shall also be supported.
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s Advanced Webforms: The new website will host all forms that are available on the existing
ACRE websites plus any additional forms as agreed to by ACRE. The new website shall have the
ability to build forms (standard or conditional), surveys and questionnaires that can be filled out
by site visitors, similar to Survey Monkey. The new website shall allow the completion and
submission of forms that do not require “wet” signature and/or notarization.

o Third Party Applications: Contractor shall ensure that all third-party applications used on the
current ACRE websites will be available for use on the new website.

* Search: Contractor shall ensure that the new website enables the end user to:
o Search all site content by keyword, by date, by category, by author, and/or by type of

post

o Filter after a keyword search is performed, results by category, by author and/or type of
post

o Ability to specify search on live and/or archived content

o Display the top ten most frequently searched content

s (Calendars: The ACRE website administrator may support an ACRE master calendar and sub-
calendars that include events, meetings, holidays, etc. The calendars should be able to interface
with social media and Outlook. The calendars should be searchable.

¢ Training and Documentation: Contractor shall provide online documentation describing the
support of the new website including operation of the Drupal CMS. The documentation shall be
dynamic and change automatically as new types of content becomes available and new features
are added. The contractor shall provide a print-friendly and HTML version of the website help
functionality. The contractor shall provide in person and remote training to ACRE staff.

e Compliance: The new website shall meet ADA, Section 508, WCAG and WAI-ARIA accessibility
standards.

¢ Election Office Support: Provide San Mateo County Election office onsite election support from
6:00 PM PDT to midnight on election day(s)

e Continuity of Operations: In the event ACRE decides to have contractor host the website,
Contractor shall maintain an established a comprehensive continuity of operations pfan to
ensure the survival of ACRE’s website, which at minimum shall have:

o 24/7 monitoring of all the hardware reguired to deliver their website.

o Operative website that is backed up {application and data), and data center staff can roll
back ACRE’s site to the |ast snapshot/backup with no action required from Contractor.

o Daily backups made every 24 hours shall be kept for 7-14 days.

o Ability for ACRE to make its own backups and restorations of the site's entire database.

s Security Practices: Contractor shall utilize the following security practices:
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Use real-time activity logging and log parsing to watch for intrusions and errors.
Redundantly store database data and store nightly backups in a separate, off-site,
secure location.

Monitor security alerts, electronic mailings and site traffic by live data center personnel
24/7.

Install updates and fixes during normal, scheduled maintenance windows as the updates
and fixes become available.

Install standard security updates in the next regularly scheduled maintenance interval.
Install critical security alerts immediately.

Utilize comprehensive suite of protection software that conducts various intrusion
detection tests to protect against port scanning, syn flood, IP spoofing, and Denial of
Service attacks.

Limit access to private networks and servers containing ACRE documents and database
data to key operations staff through multiple biometric scanning measures and require
access to information through only valid login credentials.

Maintain revision control and deployment branches using "git" as the open source
revision control system.

Manage all source code is managed in a secure version-controfled code repdsitory.
Changes to the code base shall be reviewed hefore deployment.

Codes are stored in at least two branches: a development branch with new features and
a stable branch with extensively tested features.

Digitally sign all code changes.

Quickly identify any errors or unwanted revisions and roll them back.

Utilize a monthly release cycle which includes extensive QA and beta testing before
release to production sites.

Routinely audit, check for and install updates of relevant security modules.

Prohibit access to ACRE data by third parties (other than data center staff).

Notify ACRE immediately of any security incident or network outage by email.

Acceptance Criteria:

The County User Acceptance Test {UAT) criteria will validate that the website delivered by the vendor
significantly conforms to the user requirements outlined in the ACRE Website Re-Design and
Implementation RFP and associated appendices dated June 3, 2016 and the Digital Development RFP

Template Versior November 15, 2016

Page 13



Exhibit B

In consideration of the services provided by Contractor described in Exhibit A and subject to the terms
of the Agreement, County shall pay Contractor based on the following fee schedule and terms:

Total cost of the agreement for project is $162,000:

1. $50,750 shall be paid to the Contractor after the completion and acceptance by ACRE of
Phase 1 - Definition.
2. $41,250 shall be paid to the Contractor after the completion and acceptance by ACRE of
Phase 2 - Site Development
Phase 3 — Content Migration
Phase 4 — Training
3. $40,000 shall be paid to the Contractor after the completion and acceptance by ACRE of
Content Services including content migration, evaluation, quality control and meta data.

4. $30,000 shall be paid to the contractor after Phase 5 — Deployment/Transition. The ACRE
new website is deployed and accepted by ACRE in production and successful completion of
thirty (30} day warranty period.
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