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AGREEMENT BETWEEN THE CITY AND COUNTY OF 
SAN FRANCISCO AND THE COUNY OF SAN MATEO 

FOR THE DISTRIBUTION OF FY 2020 UASI GRANT FUNDS 
 

SECOND AMENDMENT 
 
THIS AMENDMENT (this “Amendment”) is made as of FEBRUARY 15, 2023, in San 
Francisco, California, by and between the COUNTY OF SAN MATEO (“SAN MATEO”) and 
the City and County of San Francisco, a municipal corporation (“City”), in its capacity as fiscal 
agent for the UASI Approval Authority, acting by and through the San Francisco Department of 
Emergency Management. 
 

RECITALS 
 

WHEREAS, City and SAN MATEO have entered into the Agreement (as defined below); and 
 
WHEREAS, City and SAN MATEO desire to modify the Agreement on the terms and 
conditions set forth herein; 
 
NOW, THEREFORE, SAN MATEO and the City agree as follows: 
 
1. Definitions.  The following definitions shall apply to this Amendment: 
 

a. Agreement.  The term “Agreement” shall mean the “Agreement between the City 
and County of San Francisco and the County of SAN MATEO for the Distribution of FY 2019 
UASI Grant Funds” dated November 1, 2020, between SAN MATEO and City, and amended by 
the: 

• First Amendment, dated January 1, 2022. 
 

 b. Other Terms.  Terms used and not defined in this Amendment shall have the 
meanings assigned to such terms in the Agreement. 
 
2. Modifications to the Agreement.  The Agreement is hereby modified as follows: 
 
 a. Section 3.1, Duration of Term.  Section 3.1 of the Agreement currently reads as 
follows: 
 
The term of this Agreement shall commence on NOVEMBER 1, 2020 and shall end at 11:59 p.m. San 
Francisco time on JUNE 30, 2022. 
 
Such section is hereby amended in its entirety to read as follows: 
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The term of this Agreement shall commence on NOVEMBER 1, 2020 and shall end at 11:59 p.m. San 
Francisco time on MAY 31, 2023. 
 

b. Section 3.2, Maximum Amount of Funds.  Section 3.2 of the Agreement 
currently reads as follows: 
 
 In no event shall the amount of Grant Funds disbursed hereunder exceed SIX MILLION FIVE 
HUNDRED NINETY-SEVEN THOUSAND SEVEN HUNDRED FOURTY DOLLARS 
($6,597,740).  The City will not automatically transfer Grant Funds to SAN MATEO upon execution of 
this Agreement.  SAN MATEO must submit a Reimbursement Request under Section 3.10 of this 
Agreement, approved by the UASI Management Team and City, before the City will disburse Grant 
Funds to SAN MATEO. 
 
Such section is hereby amended in its entirety to read as follows: 
  
 In no event shall the amount of Grant Funds disbursed hereunder exceed SIX MILLION EIGHT 
HUNDRED TWENTY-THREE THOUSAND SEVEN HUNDRED EIGHTY-EIGHT DOLLARS 
($6,823,788).  The City will not automatically transfer Grant Funds to SAN MATEO upon execution of 
this Agreement.  SAN MATEO must submit a Reimbursement Request under Section 3.10 of this 
Agreement, approved by the UASI Management Team and City, before the City will disburse Grant 
Funds to SAN MATEO. 
 

c. Appendix A, Authorized Expenditures and Timelines.  Appendix A includes 
project descriptions, deliverables, not to exceed (“NTE”) amounts, and deadlines for 
deliverables. 
 
Such Appendix is hereby amended to reflect the following: 
 

i) Add the Cyber Equipment Project in the amount of $226,048 with a deliverable 
date of 5/31/2023. 

A revised Appendix A-2 is attached to this Amendment and incorporated by reference as though 
fully set forth herein.  The attached Appendix A-2 supersedes all prior versions of Appendix A. 
  
3. Effective Date.  Each of the modifications set forth in Section 2 shall be effective on and  
after the date of this Amendment. 
 
4. Legal Effect.  Except as expressly modified by this Amendment, all of the terms and 
conditions of the Agreement shall remain unchanged and in full force and effect.  
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IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be duly executed as of the 
date first specified herein. 
 
CITY AND COUNTY OF SAN FRANCISCO:  COUNTY OF SAN MATEO: 
 
SAN FRANCISCO DEPARTMENT OF    
EMERGENCY MANAGEMENT 
 
 
 

 
By:        By: 
 
______________________________________  _______________________________________ 
MARY ELLEN CARROLL    PRESIDENT, BOARD OF SUPERVISORS 
EXECUTIVE DIRECTOR     
                                                                                               
        

Federal Tax ID #:  94-60000532 
 
 
 
Approved as to Form:         
David Chiu       
City Attorney        
 
 
By:  ___________________________________    
 Kate Kimberlin      
          Deputy City Attorney      
  
  
 
 
 
 
 
Appendix: 
Amended Appendix A-2, Authorized Expenditures and Timelines, dated February 15, 2023 
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Appendix A-2 — Authorized Expenditures and Timelines 
 
ENTITY: SAN MATEO/NCRIC 
 
Total allocation to be spent on the following solution areas: 

IJ Number and 
Title Program Description Due Dates 

 
 
 

Solution Areas Amount 

Project Title:  Fusion Center Project: Information Sharing and Analysis, Infrastructure Protection and Cyber Security 

IJ-1:  Strengthen 
Capabilities of the 

NCRIC 
 
 

Funds for Fusion Center Project to 
include: 
 

1. West Bay Information 
System (WBISS) 

2. San Mateo County 
Personnel assigned to the 
NCRIC 

3. Personnel from Alameda 
County, Contra Costa 
County, Marin County, Santa 
Clara County, City of San 
Jose, and City of San 
Francisco assigned to the 
NCRIC 

4. Travel Funds for NCRIC 
Personnel 

5. Overtime 
6. Funds for equipment related 

to Infrastructure Protection, 
Information Analysis, and 
Cyber Security. 

 
 

Project Completion Date: 
06/30/2022 

 
 

 
 
 
 
 
 
 
 
 

Organization 
 

Equipment 
AEL#: 

04HW-01-INHW 
05NP-00-SCAN 
13IT-00-9NTL 

21GN-00-MAIN 
 
 
 
 

 
 

PROJECT 
NOT TO 
EXCEED 

$6,431,074 
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Project Title:  Regional Law Enforcement Information Unification and Advanced Analysis 

IJ-1:  Strengthen 
Capabilities of the 

NCRIC 
 

Funds for Regional Law 
Enforcement and Public Safety 

Information Sharing and Analysis 
Systems Project - System 

Sustainment and Maturation 
 

Project Completion date: 
12/31/2021 

 
 
 

Equipment 
 

AEL# 
04SW-04-NETW 

 

PROJECT 
NOT TO 
EXCEED 
$166,666 

Project Title:  Cyber Equipment 

 

Funds to purchase updated 
desktops/laptops is to allow for the 

NCRIC organization to have the 
necessary access to next 

generation endpoint security that 
will strengthen cybersecurity across 

the Fusion Center's organization. 

Project Completion date: 
5/31/2023 

 

Equipment 
 

AEL# 
05NP-00-IDPS 
13IT-00-DACQ 
14CI-00-COOP 
05EN-00-ECRP  
04HW-01-INHW 

PROJECT 
NOT TO 
EXCEED 
$226,048 

  TOTAL ALLOCATION 

  
TOTAL NOT 
TO EXCEED: 
$6,823,788 

 
 
 
ORGANIZATION 
Reimbursement for Organization Requires: 
• Personnel – Prior to any expenditure for personnel, SAN MATEO must submit completed job descriptions to the UASI detailing 

the planning activities the personnel will complete and the deliverables to be produced. Prior to reimbursement, SAN MATEO 
must submit the following:  all functional time sheets, payroll documentation showing payment of salaries and benefits, or 
cancelled checks; work product or certification that work was completed including a statement of completed activities.  

• Contracts – All contracts must be pre-approved by the UASI prior to execution. In addition, SAN MATEO must satisfy the 
following guidelines: 
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o Procurement of contractual services must follow local policies and procedures for competitive purchasing (provided they are not 
in conflict with Federal regulations which supersede them). If sole source approval is needed, SAN MATEO must transmit a 
sole source request to the UASI for submission to the State.   

o The contract must have a clearly stated scope of work and deliverables, deadlines for completion of work, and a schedule of 
contract payments. 

o All services must be performed and paid within the grant performance period.  
• Travel - travel for planning activities must be pre-approved in accordance with the Bay Area UASI Travel Policy (adopted by the 

Approval Authority in August 2017) prior to scheduling.  Invoices must include all backup documentation, including conference 
agendas, programs, brochures, lodging receipts, per diem calculations, airfare receipts/boarding passes, mileage calculations, 
other transportation receipts, and proof of payment. 

 
 
EQUIPMENT 
Reimbursement for Equipment Requires: 
• An approved EHP memo, if applicable. 
• A performance bond is required for any equipment item that exceeds $250,000, or for any vehicle, aircraft, or watercraft, 

regardless of the cost. Failure to obtain and submit a performance bond to the UASI may result in disallowance of cost.   
• As allowable under Federal guidelines, procurement of equipment must follow local policies and procedures for competitive 

purchasing (provided they are not in conflict with Federal regulations which supersede them). If sole source approval is needed, 
SAN MATEO must transmit the request to the UASI for request to the State. 

• Prior to reimbursement, SAN MATEO must submit all invoices, AEL numbers, and a list of all equipment ID numbers and the 
deployed locations. 

• SAN MATEO must inventory, type, organize and track all equipment purchased in order to facilitate the dispatch, deployment, and 
recovery of resources before, during, and after an incident. 

________________________________________________________________________________________________________ 
 

• All requests for reimbursements must be submitted within 30 days of project completion unless an earlier 
deadline is set in this Appendix.  SAN MATEO should submit reimbursement requests on a quarterly basis, as 
applicable.  

• Authorized expenditures must fall into one of the following categories: Planning, Organization, Equipment, 
Training, or Exercises.  Descriptions of authorized expenditures are in the following documents: 

• FY 2020 Homeland Security Grant Program Notice of Funding Opportunity: https://www.fema.gov/media-library-
data/1583442273016-07cbcf9445f9fda3cdc5bf8439ec72c9/FY_2020_HSGP_NOFO_FINAL_508ML4.pdf 

https://www.fema.gov/media-library-data/1583442273016-07cbcf9445f9fda3cdc5bf8439ec72c9/FY_2020_HSGP_NOFO_FINAL_508ML4.pdf
https://www.fema.gov/media-library-data/1583442273016-07cbcf9445f9fda3cdc5bf8439ec72c9/FY_2020_HSGP_NOFO_FINAL_508ML4.pdf
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• California Supplement to the Federal Funding Opportunity Announcement, dated September 2019, available at 
https://www.caloes.ca.gov/GrantsManagementSite/Documents/FY%202019%20HSGP%20State%20Guidance.pdf  as 
“FY 2019 Homeland Security Grant Program California Supplement to the Federal Notice of Funding Opportunity.” 

• Authorized Equipment List:  http://www.fema.gov/authorized-equipment-list 
• Cal OES Rules and Regulations, including the Recipient Handbook: 

https://www.caloes.ca.gov/GrantsManagementSite/Documents/2020%20Subrecipient%20Handbook.pdf#search=2020%2
0recipient%20handbook 

• Any equipment purchased under this Agreement must match the UASI 2020 Grant Application Workbook.  Any 
modification to the inventory list in that Workbook must receive prior written approval from by the Bay Area UASI 
Program Manager.  
  

• No Management and Administration expenses are allowed, unless expressly identified and authorized in this 
Appendix. 
 

• Sustainability requirements may apply to some or all of the grant funded projects or programs authorized in this 
Appendix.  See Agreement, ¶3.12. 
 

• All EHP documentation must be submitted and approved prior to any expenditure of funds requiring EHP 
submission. 

 
A.   Overview of Services and Deliverables.   
 
1. SAN MATEO shall serve as the fiscal agent for the NCRIC, a collaborative Bay Area regional fusion center established effective 
January 1, 2009 to allow information sharing in an effort to prevent, protect against and respond to terrorist acts and other major 
criminal acts and hazards in the region.  The NCRIC shall be staffed by regional personnel as indicated in Appendix A.    
 
2. The Director of the NCRIC shall ensure that all NCRIC operations conform with and incorporate fusion center best practices as 
found in, at a minimum: 

a. “The Strategic Business Plan Concept of Operations California State Threat Assessment System” – 2008 
b. “Baseline Capabilities for State and Major Urban Area Fusion Centers – A Supplement to the Fusion Center Guidelines” – 

2008 
c. “Privacy and Civil Liberties Policy Development Guide - 2012” 
d. “National Strategy for Information Sharing – Successes and Challenges in Improving Terrorism-Related Information Sharing” 

– 2007 
e. “The National Infrastructure Protection Plan and the Sector-Specific Plans” - 2015 
f. “Fusion Center Guidelines – Developing and Sharing Information and Intelligence in a New Era” – 2006 

https://www.caloes.ca.gov/GrantsManagementSite/Documents/FY%202019%20HSGP%20State%20Guidance.pdf
http://www.fema.gov/authorized-equipment-list
https://www.caloes.ca.gov/GrantsManagementSite/Documents/2020%20Subrecipient%20Handbook.pdf#search=2020%20recipient%20handbook
https://www.caloes.ca.gov/GrantsManagementSite/Documents/2020%20Subrecipient%20Handbook.pdf#search=2020%20recipient%20handbook
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g. “Applying Security Practices to Justice Information Sharing” - 2004 
h. “The National Criminal Intelligence Sharing Plan” – 2013 

 
3. The Director of the NCRIC shall ensure that:   

a. The NCRIC supports and covers the fifteen Bay Area counties in the Northern District of California (Alameda, Contra Costa, 
Del Norte, Humboldt, Lake, Marin, Mendocino, Monterey, Napa, San Francisco, San Mateo, San Benito, Santa Clara, Santa 
Cruz and San Mateo).   

b. The NCRIC provides analytic and technical resources to collect, evaluate, analyze and disseminate timely information related 
to terrorist and other criminal threats to government and private sector agencies that have a legal need and right to know the 
information.   

c. The NCRIC provides a platform for interagency cooperation, communication, training and technical/equipment support to the 
jurisdictions located in the NCRIC area.   

d. The NCRIC provides training and vulnerability assessments to governmental and private sector Critical Infrastructure and Key 
Resource ("CI/KR") facilities in an effort to mitigate the potential exploitation of vulnerabilities by terrorist groups. 

 
4. Under a prior agreement the NCRIC developed a Privacy Protection Policy, setting a policy and procedures ensuring that NCRIC 
activities protect the privacy, civil liberties, and other legal rights of all individuals.  The Director of the NCRIC shall ensure NCRIC 
personnel review the standing Privacy Protection Policy and update it as necessary to ensure it remains current and consistent with 
28 CFR Part 23 and the Department Of Justice’s Global “Privacy and Civil Liberties Policy Development Guide” – 2008.  
 
5. Under a prior agreement the NCRIC developed the following materials:   

a. Regional Strategic Business Plan Concept of Operations ("CONOP"),  
b. Standard Operating Procedures ("SOP") Manual, which includes, among other things, criminal threats and Homeland 

Security information-flow processes and contingency and continuity of operations plans. 
c. Secure web based system for information related to NCRIC operations; 
d. Notification Plan, including notification protocols for key leaders and partner agencies within the region; 
e. Security Measures Plan, 
f. Training Plan and Program,  
g. Internal database for NCRIC personnel, 
h. Suspicious Activity and Incident Reporting ("SAR") Process Plan,  
i. Terrorism Liaison Officer Plan, and 
j. CI/KR Vulnerability Assessment Plan. 
k. Cybersecurity Policies, Procedures and Protocols 

 
The Director of the NCRIC shall ensure the NCRIC personnel update these materials as necessary to ensure they are current and 
comply with all legal requirements, and maintain these materials in force and effect for the term of this Agreement. In addition, during 
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the term of this Agreement, SAN MATEO shall ensure that the NCRIC implements and continues all plans and programs described 
above (a-k). 
 
B. Specific Services, Deliverables and Timelines 
 
SAN MATEO shall ensure that the NCRIC performs the following tasks and produces the following deliverables, on the schedule set 
forth below.   
 
Task Description Deliverable Schedule/Due Date 
1. The NCRIC, through its Privacy Officer, shall review and if 

needed, update the Privacy Protection Policy for the NCRIC, 
setting a policy and procedures ensuring that NCRIC 
activities protect the privacy, civil liberties, and other legal 
rights of all individuals.   

Review and update 
information. 
 

Ongoing during term of Agreement. 
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2. The NCRIC shall review and if needed, update the NCRIC's 
CONOP for the exchange of homeland security and criminal 
information between federal, state, local and tribal public 
safety agencies in the NCRIC region.  The CONOP shall 
include the lawful exchange of homeland security 
information with CI/KR facilities. 
 
The NCRIC shall review and if needed, update the SOP 
Manual that establishes and delineates the various job 
functions of the personnel assigned to the NCRIC.   
Contractor shall implement and enforce the procedures in 
the SOP Manual. 
 
The NCRIC shall review and if needed, update the 
information-flow process to identify how information is 
communicated between various groups and personnel (e.g. 
incoming and outgoing avenues of information - such as 
Terrorism Liaison Officers ("TLOs"), fusion centers, Cal 
OES, Regional Terrorism Threat Assessment Centers 
("RTTACs"), High Intensity Drug Trafficking Area (HIDTA) 
Investigative Support Centers (ISC), etc.; communication 
mechanisms – such as Homeland Security Information 
Network ("HSIN"), FBI National Data Exchange ("NDex"), 
FBI Law Enforcement On-Line ("LEO"), FBI eGuardian, FBI 
National Threat Operations Center (NTOC); etc.  The 
NCRIC shall incorporate any updates of the information flow 
schematic into the NCRIC SOP Manual. 
 
The NCRIC, through its Security Officer, shall review and if 
needed, update the Security Measures Plan for the NCRIC 
facility.  The plan shall address, at a minimum: physical 
security, information systems security, and personnel and 
visitor security.  This plan shall be consistent with “Applying 
Security Practices to Justice Information Sharing” – 2004.   
The NCRIC, through its Security Officer, shall implement 
and enforce the Security Measures Plan. 

If updated, an 
electronic version in 
PDF of the CONOP 
and SOP delivered 
to UASI 
Management Team. 

Ongoing during term of Agreement. 
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The NCRIC shall review and if needed update NCRIC 
contingency and continuity-of-operations plans to ensure 
sustained operations (including enhancement and 
maintenance) of information technology systems and other 
mission critical functions and ensure performance of these 
functions, if necessary, at an alternate location. The NCRIC 
shall support a common database where all NCRIC 
personnel can access the following information: 
1) Catalog of fusion center members, contact information, 

and their areas of responsibility. Contractor shall 
ensure this information is current at least every 6 
months. 

2) Fusion center chain of command and organizational 
charts. Contractor shall ensure this information is 
current at least every 6 months. 

3) General information regarding ongoing and planned 
operations. Contractor shall ensure this information is 
current at least on a weekly basis. 

4) Calendar of events, training opportunities, etc. 
Contractor shall ensure this information is current at 
least on a weekly basis. 

5) Administrative announcements. Contractor shall 
ensure this information is current at least on a weekly 
basis. 

6) A tracking system for internal and external support 
requests. Contractor shall ensure this information is 
current on a daily basis 

3. The NCRIC shall prepare Performance reports that measure 
NCRIC activity and performance related to Suspicious 
Activity and criminal reporting; Critical Infrastructure/ Key 
Resource assessments and support; training and outreach 
support,   The reports must provide a statistical accounting 
of the activities performed during the year and include 
annualized information.   

An electronic 
version in PDF of 
the Performance 
Reports will be 
submitted to the 
UASI Management 
Team.  

Ongoing during term of Agreement. 
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4. The NCRIC Lead Analysts shall provide support to the UASI 
in completing the Annual Data Call for DHS, using the 
information contained in the DSB Tool. 

Meetings and 
Reports as 
requested. 

Ongoing during term of Agreement. 

5. The NCRIC shall support a secure web based system.  
NCRIC management shall determine which governmental 
personnel will be allowed to access the system.  The NCRIC 
shall include the following information on the site: 
1) NCRIC training available,  
2) Analytical, technical, and equipment resources for 

entities in the Operational Area (OA). 
3) General contact information for personnel assigned as 

the points of contact for the various agencies 
throughout the OA. 

4) Other pertinent information to ensure successful 
information sharing and dissemination. 

 
The web based system shall include a method to allow 
external partners to access and provide information in 
relevant areas.  The system will be designed to store and 
share state and local criminal intelligence information in 
compliance with 28 CFR Part 23 and any other applicable 
legal requirements, including FBI Criminal Justice 
Information System requirements. 
 
The NCRIC shall ensure that the website information is 
current by reviewing and as necessary updating the 
information in the system. 
 
The NCRIC shall update the NCRIC notification protocol list 
of key leaders and partner agencies within the region.   
 
The NCRIC shall review and if needed, update the NCRIC 
Notification Plan to use various systems, including e-mail, 
Short Message Service ("SMS"), and voice messaging, to 
communicate routine and crisis information to the key 
leaders and partner agencies in the region. 

Operational and 
functioning secure 
web based system. 
 
Review and update 
information. 

Ongoing during term of Agreement. 
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6. The NCRIC Security Officer will be responsible for 
developing, implementing, and enforcing the NCRIC 
Security Measures Plan. 

Review and update 
information. 

Ongoing during term of Agreement. 
 

7. 1. The NCRIC shall review and if needed, update the 
NCRIC Training Plan to ensure that NCRIC personnel 
and partners understand the intelligence process and the 
NCRIC's mission, functions, plans, and procedures.  The 
plan shall identify the basic training needs of the NCRIC 
personnel and identify specialized training needed.  This 
plan shall include a professional development plan to 
enhance analysts’ critical thinking, research, writing, 
presentation, and reporting skills.  Contractor shall 
implement the Training Plan through a Training Program. 

 
2. The NCRIC shall ensure all NCRIC personnel begin 

training within 6 months of assignment to NCRIC and will 
maintain a training file of personnel assigned to the 
NCRIC documenting their training. 

1. Review and if 
needed update 
Training Plan. 
 
2. Follow Training 
Plan, implement 
Training Program, 
and ensure all new 
personnel begin 
training within 60 
days of assignment 
to the NCRIC.  
 
3. If updated, an 
electronic version in 
PDF of the Training 
Plan will be 
delivered to UASI 
Management Team. 

Ongoing during term of Agreement. 
 

8. The NCRIC shall support a common database where all 
NCRIC personnel can access the following information: 
1) Catalog of fusion center members, contact information, 

and their areas of responsibility. Contractor shall 
ensure this information is current at least every 6 
months. 

2) Fusion center chain of command and organizational 
charts. Contractor shall ensure this information is 
current at least every 6 months. 

3) General information regarding ongoing and planned 
operations. Contractor shall ensure this information is 
current at least on a weekly basis. 

1a. Database 
supported. 
 
1b. Provide NCRIC 
personnel with 
access to database. 
1c.Review and if 
needed update 
Training Plan. 
 
2. Follow Training 
Plan, implement 
Training Program, 
and ensure all new 

Ongoing during term of Agreement. 
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4) Calendar of events, training opportunities, etc. 
Contractor shall ensure this information is current at 
least on a weekly basis. 

5) Administrative announcements. Contractor shall 
ensure this information is current at least on a weekly 
basis. 

6) A tracking system for internal and external support 
requests. Contractor shall ensure this information is 
current on a daily basis. The NCRIC shall review and if 
needed, update the NCRIC Training Plan to ensure 
that NCRIC personnel and partners understand the 
intelligence process and the NCRIC's mission, 
functions, plans, and procedures.  The plan shall 
identify the basic training needs of the NCRIC 
personnel and identify specialized training needed.  
This plan shall include a professional development plan 
to enhance analysts’ critical thinking, research, writing, 
presentation, and reporting skills.  Contractor shall 
implement the Training Plan through a Training 
Program. 

7)     The NCRIC shall ensure all NCRIC personnel begin 
training within 6 months of assignment to NCRIC and 
will maintain a training file of personnel assigned to the 
NCRIC documenting their training. 

personnel begin 
training within 60 
days of assignment 
to the NCRIC.  
 
 

9. The NCRIC shall provide, at a minimum, the following 
services to facilitate the Bay Area region’s exchange of 
homeland security and criminal information and protection of 
CI/KR facilities: 
1) Weekly updates through the Partners Update Brief 

report. 
2) Situational-awareness bulletins for official use only 

("FOUO") and law enforcement sensitive (“LES”) 
dissemination describing issues of concern and threats 
related to homeland security  

3)     Analysis and response to imminent Threat to Life 
suspicious activity reporting, and NTOC eGuradian 

Reports, bulletins, 
products, services 
and briefings to the 
NCRIC regional 
partners and the 
UASI Management 
Team. 
If updated, two (2) 
hard copies and one 
electronic version (in 
PDF and Microsoft 
Word format) of 

Ongoing during term of Agreement. 
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reports to include the dissemination of information to 
local law enforcement, fusion centers, and INTEROL.  

4) Threat trend and vulnerability assessment reports as 
needed 

5) Briefings as needed to CI/KR facility managers of the 
18 sectors identified by DHS, regarding services 
available, vulnerability mitigation and general threat 
information. 

6) Bulletins as needed based on specific threats and 
criminal activity and disseminate the information to 
those facilities and public safety personnel that have a 
need and right to know the information based on 28 
CFR Part 23. 

7) Products and services in response to emerging or 
current threats on an as-needed basis as determined 
by NCRIC management or as requested by those 
agencies to which the NCRIC provides services (e.g. 
risk assessments, SARs, alerts, warnings, notifications, 
situational awareness reporting, criminal case support, 
and analysis, etc.)The NCRIC shall review and if 
needed update NCRIC contingency and continuity-of-
operations plans to ensure sustained operations 
(including enhancement and maintenance) of 
information technology systems and other mission 
critical functions and ensure performance of these 
functions, if necessary, at an alternate location.  

contingency and 
continuity-of-
operations plans 
due to UASI 
Management Team 
and incorporated 
into NCRIC SOP 
Manual. 
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10. The NCRIC shall provide, at a minimum, the following 
services to facilitate the Bay Area region’s exchange of 
homeland security and criminal information and protection of 
CI/KR facilities: 
1) Weekly updates through the SAR report. 
2) Monthly situational-awareness bulletins for official use 

only ("FOUO") dissemination describing issues of 
concern and threats related to homeland security  

3) Threat trend-assessment reports as needed 
4) Briefings as needed to CI/KR facility managers of the 

18 sectors identified by DHS, regarding services 
available, vulnerability mitigation and general threat 
information. 

5) Bulletins as needed based on specific threats to CI/KR 
facilities and disseminate the information to those 
facilities that have a need and right to know the 
information based on 28 CFR Part 23. 

6)     Products and services in response to emerging or 
current threats on an as-needed basis as determined 
by NCRIC management or as requested by those 
agencies to which the NCRIC provides services (e.g. 
risk assessments, SARs, alerts, warnings, notifications, 
situational awareness reporting, etc.) 

Reports, bulletins, 
products, services 
and briefings to the 
NCRIC regional 
partners and the 
UASI Management 
Team. 
 

Ongoing during term of Agreement. 
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11. The NCRIC shall provide, at a minimum, the following 
services to facilitate the Bay Area region’s cybersecurity and 
cyber resiliency efforts: 
1) Weekly updates through the SAR report. 
2) Monthly situational-awareness bulletins for official use 

only ("FOUO") dissemination describing issues of 
concern and threats related to homeland security  

3) Threat trend-assessment reports as needed 
4) Briefings as needed to CISO’s and IT Managers of the 

18 sectors identified by DHS, regarding services 
available, vulnerability mitigation and general threat 
information. 

5) Bulletins as needed based on specific cyber threats to 
the region and disseminate the information to those 
facilities that have a need and right to know the 
information based on 28 CFR Part 23. 

6)     Products and services in response to emerging or 
current threats on an as-needed basis as determined by 
NCRIC management or as requested by those agencies 
to which the NCRIC provides services (e.g. risk 
assessments, SARs, alerts, warnings, notifications, 
situational awareness reporting, etc.) 

Reports, bulletins, 
products, services 
and briefings to the 
NCRIC regional 
partners and the 
UASI Management 
Team. 
 

Ongoing during term of Agreement. 
 

 
C. Reports 
 
The NCRIC will submit written reports as requested by the UASI Management Team.   
 
D. Department Liaison 
 
The NCRICs liaison with the UASI Management Team will be Janell Myhre. 


